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NCIIOJIb3YEMBIE TEPMHUHbBI 1 COKPAIIIEHMA

Tepmun Onucanue

E®PChH Enunbiii penepanbHblil peecTp CBeACHUN 0 0aHKPOTCTBE

EOPCOAOJI | Enunsnii ¢enepanbHblii peecTp CBeACHUH O (hakTaxX JAesITeIbHOCTH IOPUANYECKUX

JIUI]

[Inarun YTunura, oOecreuuBaromas B3aUMOJCHCTBUE KPHUNTONpOBaiaepa ¢  BeO-
Opay3epom

I1O [IporpammHuoe obecrieueHne

Cucrema EOPCOIIOJI (Brmtouas EOPCB, sBisronuiicst ero HEOThEMJIEMON YacThIO)

VII VYnocroBepsmoomuii eHTp. 3ajada yAOCTOBEPSIONIEr0 LIEHTpa — MOJATBEPKAATh

MOJUTMHHOCTH KITIOUeH mudpoBaHus ¢ momoluibio ceprudukaros D11

ol DNeKTpOHHAs MOANUCH — PEKBU3UT IEKTPOHHOIO IOKYMEHTA, NPEeAHa3HAuYE€HHBIH
JUISL 3alllUThl JIaHHOTO JOKYMEHTa OT mnojajuenku. @opMupyercss B pe3yJibTare
Kpunrtorpadguueckoro mpeoOpa3oBaHusi UHGOPMAIMU C  HCIOJIb30BAHHEM
3aKpBITOTO  KJIIOYa  DIEKTpOHHOM  1mudpoBoit  moamucu.  [lo3Bomser
UACHTUQUIMPOBATh BiaJeNblla cepTUdUKaTa KIo4Ya MOMAMUCH, a TaKKe
YCTaHOBUTH OTCYTCTBHE MCKAXKEHUSI MHPOPMAIUH B IOKYMEHTE

HOJ1 IOpunnueckoe auio

1 OoOmmue cBeaeHus

B Eaunom ¢enepanbsHOM peecTpe CBeleHUH 0 GakTax AesTeIbHOCTH IPUAMYECKUX JUIL (lanee —
E®PCO/IION)! Bxox B mmunsiii kabunet (FOJI, MEAMBHIYaTbHOTO TPeANPUHEMATENS, OLEHIITNKA UII
HOTapUyca) OCYIIECTBIISIETCS C UCTIOIb30BaHUEM cepTU(UKATA KITFOUa IIPOBEPKH JIEKTPOHHOM MOIITHCH.
Kpome Toro, pazmemaembie B EOPCO/IOJI coolbmieHus, co3aaHHble B JIUYHOM KaOWMHETE, TOJDKHBI
ObITh TOJNUCAHBl AJIEKTPOHHOM mnonanuceio (mamee — OII). Takum oOpa3zom obecrieunBaeTcs
HEOTPEKAEMOCTh OMYOJMKOBAHHBIX CBEJCHWH W WX IEJIOCTHOCTH (€CIHU TIOCTe MOJIMCH JaHHbIe OBUTH

m3MeHeHbl, D11 mo3BomuT Moka3arh (hakT HCKaKEHUS] UHPOPMALIIH ).

2 Heo0xonmmoe mporpaMMHoe odecrnedeHue

Jns  oOecrniedeHuss B3aMMOJEWCTBUS  KPHUINTONpoOBaigepa ¢ Opay3epoM  HCHOIB3YIOTCS
JOTIOJTHUTEBHBIE YTHIIMTH: KOMIOHEHT "®enpecypc. [Tnarun OI1" (manee — mimaruH), crienuaibHOE
pactmpenue st FireFox wmu Chrome (manee — Opaysephoe paciimpenue). [Ipu 3TOM KOHKpPETHBIN
BapWaHT pPa3BepTHIBAHUS 3aBUCUT OT TOTO, B KAKOM Opay3epe U B KaKOil omeparimoHHON cucTeme (anee
— OC) Br1 pabotaete. CoOOTBETCTBYIOIIAsI MAaTPUIlA YCTAHOBKH TPEICTABIICHA B TAOIHIIE HIDKE.

! Bxmouas Epunelii denepanbHblil peecTp cBenenuii o Gankporcte (manee — EOPCB), ABISIOMUKECS €ro

HEOThEMJIEMOH YacCThIO.



Kanenrtckas Windows 7 u BbIme Ubuntu 18, MacOS Bepcun 10.14 u

onepanuoOHHast Mint 19, BBIIIIE
cucremMa Debian 9
Bpaysep Firefox Mozilla aktyansHol Bepcun (ganee — Firefox)

Google Chrome aKTyanbHol Bepcuu (ganee - Chrome)

Internet Explorer 11 u
Bbllle (aanee - |E)

Kpunronposaiinep | Kpuntolpo CSP 4.0 KpunTtollpo CSP 4.0 KpunTtollpo CSP 4.0
Kpuntollpo CSP 5.0 Kpuntollpo CSP 5.0 Kpuntollpo CSP 5.0
Signal-COM CSP 3.0
ViPNet CSP 4.2

IInarun "®epgpecypc. Mnarmu N
BbpaysepHnoe ana Firefox n Chrome
pacmmpeHue

Buumanue! Pabota B cepBepHbix Bepcusix nanubix OC He MoaiepKuBaeTcs.

[MonnepxxuBaembie cpenctBa xpanenust JI1: ESMART Token / Token I'OCT, SafeNet eToken,
JaCarta PKI, eToken 'OCT, Pyroken DL/ DIIIT 2.0 / SLIT PKI / DIIIT micro, Pyroken DLIIT Smart
Card, Pyroken S / S micro, Pyroken Lite / Lite micro, Pyroken Lite Smart Card.

[Marn o pa3BepTHIBaHUIO TpeOyeMbIX KOMIIOHEHTOB INpUBEICHBI B paszfiene «YcraHoBka [IO,
HE00X0IUMOro IIg co3mannsa Dly».

3 ¥Ycranoska I[10, Heodoxoaumoro aiaa codpanus 11

BAKHO! [Ing ycraHOBKM NpOrpaMMHOIO OOecledyeHus, MOJIb30BaTellb JOJDKEH 00janaTh Ha
KOMIIBIOTEpE MpaBaMu JIOKAJIbHOTO aJMUHHUCTpATOpA.

3.1 V¥YcranoBka KpunTonpoBaiigepa u cepTuHUKATA KIHYA MOANUCH

Bo3MoxHbIE BapUaHTBI 1EUCTBUN:

1. Kpunronpopaiigep yxe yCTaHOBIIEH Ha KOMIIbIOTEp Mojib3oBaTensd. CepTUHKAT KITI0oua IPOBEPKH
OIl 6bUT MOMYYEH U YCTAHOBIJIEH, U CPOK €ro JEHCTBHs He HCTeK. B 3ToMm cimyuyae, HEOOXOIUMO
BBISICHUTh, €CTh JIM YJOCTOBEPSIOIIMKA LEHTp, BBIAABIIMK cepTuduKar, B mnepeune YII,
pasMmelieHHOM B paszene IlpuMeHeHHe 3JIEKTPOHHOM moamucu Ha crpaHune «llomomb»
oTkpsIToro caiita. Ecnmu YI[ Ttam ecTh, To HEOOXOJMMO YTOYHHMTH HEMOCPEICTBEHHO B CIyxX0e
nojaepxxku YL, nomyctumo nu ucnonb3oBanue qanHoro ceptuduxara B EOPCO/IIOJI. B ciydae
IIOJIOKUTEIIBHOTO OTBETA HA JTOT BOIPOC, MOXKHO IIEPEXOAUTH K BBIIIOJIHEHUIO JCHCTBUMH,
OIMCAHHBIX B 1. 3.2.

2.  OpuH U3 KpUITONPOBaiaepoB ObLT paHee YCTAaHOBJICH, HO BIIOCIEACTBUU yaayeH. Mimu ucrek cpok
neiictBus ceptudukara kiroda nposepku 11 monb3oBarens.



a. Pexomennyercst obpatutbest B YL, B KoTOpoM paHee ObUTH MOJTY4YEHBI KPUIITOIIPOBAACD U
ceptudukar, 18 TOMydeHUs HoBoro ceprudukara kmoda mnposepku I, a Taxxke
KpUNTOIpOBaiiiepa, HeoOxoaumoro 11t Beruucienus D1

b. YcTaHOBUTH M HACTPOUTH KPUIITONIPOBAM/IEP COTIIACHO HHCTPYKIIMSAM, MOTy4eHHbIM B Y1I.

3. Kpunronposaiiiep Ha KOMIBIOTEPE YCTAHOBJIEH HE ObLI.

a. Ilomyuuts Kpunromnpoaiaep u cepTudukar kioda nposepku 11 B ogqHoM u3 Y1, ykazaHHBIX
B CIIMCKE, IOCTYITHOM B pazneiie [Ipumenenne a35eKTpoHHOM noanucu Ha ctpanuue «llomoms»

b. [Ipu ycraHOBKE M HACTpOIKE KPUNTOMNPOBaiaepa HEOOXOIMMO CIIEIOBATH HMHCTPYKIUSIM,
IIpeN0oCTaBIeHHbIM Y11,

3.2 YcranoBka kommnoHeHTa "®eapecypce. [lnarun 11"

Buumanue! Ilnarun momkeH ObITH YCTaHOBJIEH B JIOKaJIbHBIA mpoduiis mosb3oBarens Ha [IK.
HepeMemaeMLIe HpO(l)I/IJ'II/I HC MMOAACPIKHNBAKOTCA. Karanor YCTAHOBKHU IS TTOJIB30BATEIS JOJIZKECH UMCTh
Bua "C:\Users\User\AppData\Roaming\REAKSOFT\Fedresurs DS Plugin\<sepcus riarusa, Hanpumep,
1.16.0.2>\"

Jns ycranoBku kommoHeHTa "®exapecypc. [Tmarun DI1" HeoOX0AMMO BBINOIHUTH CIEIYIOIINE
IEUCTBUS:

1. Ckauate apxuB ¢ uHCTaLATOpoM KommnoneHTta "®denpecype. [lnarun DI1", mocTymHbIi 1O
ccpuike B paszene IlporpammHuoe odecnevyenue Ha crpanule «I[loMomiby. 3aIOMHUTE NAanky,
B KOTOPYIO ObUI CKa4aH apXWB. BBIMONMHUTE pa3apXuBaIuio UHCTAUIsATOpa. Huxke mpuBeaeHb
dbopMaThl UMEH UHCTAJUISTOPA [Tl PA3JTUYHBIX OTIEPAI[HOHHBIX CUCTEM:

e st Windows: FedresursDSPlugin-X.X.X.X.msi, Tae X.X.X.X — HOMep TeKYIei BepCuu

e st OC cemeiicta Linux: FedresursDSPlugin-z.z.z.z-z.x86_64.deb, rne z.2.2.2-z — HoMep
TEKYILEH BEpCUn

e st MacOS: FedresursDSPlugin-z.z.z.z.pkg, rae z.z.z.z — Homep Tekylei Bepcun

2. OTKpBITh TIAaNKy, B KOTOPYIO OBUI COXpaHeH Qaill MHCTALIATOpa M 3allyCTUTh €ro Ha

BBINIOJIHEHHE. OTKPOETCS OKHO IPUBETCTBUS MACTEPA YCTAHOBKU



& YcraHoBKa ®enpecypc: Mnarnd 30 - |I:I |§

Bac npuBETCTBYET MacTep YCTaHOBKM
®epnpecypc: MnarnH 301

MacTep yCTaHOBKN yCTaHoBUT ©egpecypc: Mnarud 30 Ha
KOMNBKOTEPEe. HaxmuTe KHonKky "Janee”, uTobkl NPOJONKUTE,
unn KHonky "OTmena", uTobbl BBITH U2 MAcTepa YCTaHOBKN.

EEEER I Janee | OTMeHa |

3. Haxatsp KHOIIKY I[a.ﬂee. OTKpOCTCH OKHO JIMIICH3HMOHHOT'O COIJIallICHUA

loix
"HIIEHBIIOHHOE cornawmeHue
BHHUMATENsHO npoy WTalTe cnefyrollee NHLeHIMOHHOE CornalleHne
JJUITEH3UOHHOE COIJIAIITIEHHUE il

‘VBajKaeMbIi IONb30BATeNs! BHIMATEIBHO IPOYHTANTE NaHHOS
JHIeH3KOHHOE COTNIAlTe e Tepel] HECTAIIIHe TporpaMMEL
«@enpecype: Ilnarus 31T». HaunHad HCIOIb30BaTh IIporpaMmy
«@enpecypc: ILtarga 31D», BB TeM CAMBIM MOTHOCTHED COTMAIIAETECH
CO BCEMH yC.]'IQBHHMI{ HacTOoAIOEero JIIII[EE.’H{OEBDI‘O COTrNalneHHT B
COOTBETCTBHH C IYHKTOM 3 cTathi 1286 I pakmaEckoro Kofekca
Poccuiickoit ©enepamum.

HacTodlnee IHIEH3HOHHOE cornamerue (namnee - «Coramennen)
SEN4eTCA IOTOBODOM IDHCOSNHHEHHS H 3AKIMF0YasTCa Mesxkov GO0 ﬂ

[ 5 npuHIMEID YCA0BMA NHLEHINOHHOTD COrNalleHNA

MNeuaTe | Hazag I lanee | OTmexa |

4. 3}1605 CJICAYCT BKIIIOYUTH OIIIHIO A NPpUHUMAK YyCJIO0BUSA JIMHECH3UOHHOIO COorJIalI€HUsS U

Haxathb [lanee. OTkpoeTcst OKHO JUIsl BBIOOpA MAanKy YCTAHOBKHM KOMIOHEHTa. CMEHUTH MankKy
WM OCTaBUTb MAIKy, MpeajaraeMyto rno ymondanuto. Haxxars knonky Jasee. OTKpoeTcst OKHO
C YBEJIOMJIEHUEM O TOTOBHOCTHU K YCTaHOBKE:



X

Bce rotoso K ycraHoeke ®Oegpecypc: [lnarmu 311 t

HaxMuTe kHOoNKY "YeTaHosHTe", utobsl HAYETE YCTAHOBKY. HaxmMuTe KHONKY "Ha3an", utobel
NPOBEPHTE WK K3MEHNTb NEPAMETPL! YCTAHOEKK. HaxknuTe kHonky "OTmeHa", uTobbl BHITTH
M MacTepa.

Hazag I YCTAHOBWTb | OTMEHT |

5. Haxatp xHONKYy YcTaHoBUTH. [l0osBUTCS OKHO OTOOpakaroliee XoJ Mpoliecca yCTaHOBKHU

KOMIIOHCHTA.
e

Ycranoska ®enpecypc: lnarva 311 f

MNogowaure, noka Macrep ycraHoBiW ycTaHaBnweaeT Pegpecypc: Mnarun 3.

CocTosHme:

H == a) | Hanes | Ormeda I

6. Ilo 3aBepIeHHH MPOIICTYPHl YCTAHOBKHU MOSBUTCS OKHO Y CTAaHOBKA 3aBepmieHa. Haxmure B

HeM KHOTKy I'oToBo.

3.3 ¥YcraHoBKa Opay3epHOro paciiMpeHus W Jpyrue HACTPoOiiku Opay3epa
3.3.1 s 6paysepa Firefox
Ecnu Brl ucnonssyere 6paysep FireFox, To B JononHeHne K ycTaHOBKe KoMrnoHeHTa "®exapecypc.

[Tnarua DIT" (cm. . 3.2) He0OX0IMMO YCTaHOBUTH Opay3epHoe pacmmpenue s FireFox. J{ns atoro

HYXXHO BBIITIOJITHUTB CIACAYIOIINE HeﬁCTBHHZ

1. CkauaTth pacummpenue, menkHys Ha ccelike Ilimarun 6paysepa FireFox /s komnonenTa noanucu,
pacnonokeHnyo B paszaenie Ilporpammuoe obecneuenue Ha crtpanune «llomomiby. 3aOMHUTH
Manky, B KOTOpylo Obul ckadaH tuiarmH (apxwB blitz_smart card plugin.zip). PacmakoBatb
CKa4aHHBIN apXUB.



2. OTkpoITh Opaysep FireFox. HaxaTh B €ro naHejam MHCTPYMEHTOB Ha KHOIKY == .
3. B nosiBuBIIEMCsl MEHIO BHIOpATh MyHKT J|OMOTHEHHS.

4. B neBoii 4acTH OTKpBIBIICHCS CTpaHHIbl Opay3epa BbiOparh myHKT MeHI0 Ilnarmnbl. OTkpoercs
CTPAaHMIIA CO CIIUCKOM YCTAHOBJICHHBIX PACILIMPEHUMN:

— HOﬂy‘-IMTI: AONOHEHWA

HDDBEDM'E AKTYanbHOCTb EEDCMﬁ YCTaHOBNEHHBIX Y BaC NMarMHOB
PaclmpeHns
i Bupeokopek OpenH264, npegoctaBneHHbli Cisco Systems, Inc.

HacTpoit
3TOT NNarvH asTOMAaTH4ECKK YCTaHoBNeH Mozila AnA peanusaumi cneurdrkaumrn WebRTC 1 BbINONHEHWA 380HKOB Yepe3 WebRTC Ha yCTpoiicTsa, T... MNonpobiee

@B Brewnvii eng

£ Mnarutel MnaruH pacwncdpoekn KOHTeHTa Primetime, npegocraBneHHbiii Adobe Systems, Incorporated Hacrpol

BocnpowssedeHme 3alMIWLEHHOrO Be6-suge0  MoapobHee

& Cnyxou

HacTpoif
Shockwave Flash 25.0 0 lMoapoGHee

Adobe Acrobat

Adobe PDF Plug-In For Firefox and Netscape 15.23.20053  Mospobiiee

.
i Shockwave Flash
[

T -

5. BBepxy CTpAaHUIbl HAXaTb HA KHOIIKY n BLIGpaTL B PAaCKpbIBHICMCA CIHCKC IIYHKT

YcranoBuTh J0n0THeHHE U3 daiiiia.

6. C momMomIpi0 OTKPBIBIIETOCS CTAHJAPTHOTO OKHA HABUTALMU HAWTH MAnKy, B KOTOPYIO ObLI CKayaH
TUTarkH, OTKPBITH €€ U BHIOpaTh (paiii rniaruHa.

7. B neBom BepxHEM yriy OkHa Opay3epa MOSBUTCS BCIUIBIBAIOIIEE YBEIOMIICHUE:

& Firefox | about:addons

=

3TOT CaliT XOYET YCTaHOBMTE 1 JononHexue B Firefox:
__MSG_extName__
MogpobHee...

OTMeHa YCTaHOBUTb

8. HaxxaTh KHONIKY Y CTAHOBMTb.

Ecmu panee Bbr mpumensiim yrunuty ActiveX-kommoneHt OlIl, To ans mepexirodeHus Ha
npuMeHnenue komnonenta "®enpecypce. [narun 11" HykHO HacTpouTsh Opay3ep FireFox:

1. Beectu B ampecHoii ctpoke FireFox aapec «about:config» — OTKpoOeTCs CTpaHWIIA CO CIIHCKOM
Hactpoek FirefoX:



Firefox  about:config

Nouck

rowuck:

VM5 HACTpOiKK
accessibiity.AOM.enabled
accessbility.accesskeycausesactivation
accessibiity.blockautorefresh
accessibiiity.browsewithcaret
accessiiity.browsewithcaret_shortcut.enabled
accessbiity.delay_plugin_time
accessiiity.delay_plugins
accessiiity.force_disabled
accessiiity.ipc_architecture.enabled
accessiiity.loadedInLastSession
accessibiity.mouse_focuses_formcontrol
accessiiity.tabfocus
accessiiity.tabfocus_applies_to_xul
accessiiity.typeaheadfind
accessibiity.typeaheadfind.autostart
accessibiity.typeaheadfind.casesensitive

00JIaCTh CO CITMCKOM
HACTPOEK

-

CocToaHue
N0 YMONYaHuo
N0 YMONYaHuo
o YMONYaH!io
o YMONYaH!io
N0 YMONYaHuo
N0 YMONYaHuo
o YMONYaH!io
o YMONYaH!io
No YMON4aHuo
No YMON4aHuo
o YMONYaH!io
o YMONYaH!io
No YMON4aHuo
No YMON4aHuo
no YMON4aHu
no YMON4aHu

Tun
noruyeckoe
noruyeckoe
NOTUYECKOE
NOTUYECKOE
noruyeckoe
uenoe
NOTUYECKOE
uenoe
noruyeckoe
noruyeckoe
NOTUYECKOE
uenoe
noruyeckoe
noruyeckoe
NOTUHECKOE

uenoe

3HaueHme

false
true
false
false
true
10000
false

0

true
false

false

false
false

true

2. Haiitu B ciucke Hactpoiiky plugin.load_flash_only (st 3Toro Mo>kHO BBeCTH JaHHOE MMS B BEpXHEE

nosie Mouck).

3. Yoenutbcs, uro nosie 3HaAYeHWe y HaiiieHHOW 3amucu uMmeer 3Hadenue false. Ecim sto Tak, TO

IOCJIKHYTh Ha 3alurcCu HpaBOI\/JI KHOIIKOM MBIIIIH W B TIOSIBUBIIEMCS MCHIO BI)I6paB IIYHKT

IlepexarounThb. 3HaueHNUE JOHKHO CMEHUTHCS Ha true.

4. Tlepesarpy3utb Opay3ep (ITOJHOCTBIO €T0 3aKPbIB).

3.3.2

s o6payszepa Chrome

Ecnu Bel ucnonszyere 6paysep Chrome, To B 10MOJHEHUE K YCTaHOBKE KoMIoHeHTa "deapecypc.

[Tnarun OI1" (cm. . 3.2) HeoOX0AUMO YCTAaHOBUTH crieninanbHoe pacmupenue 1ist Chrome. [[nst aToro

HYXHO BBIITIOJIHUTH CJICAYIOIINC JIEHCTBUS:

1. OtkpsiTh Opay3ep Chrome.

2. Beens B aZpecHou CTpOKE OTKPBITOTO Opayzepa CCBUIKY

https://chrome.google.com/webstore/search/Blitz%20Smart%20Card%20PIlugin?hl=ru, 3aiiTu B UHTEpHET-
Mara3uH chrome c mpeacTaBleHHBIM B HeM paciiupeHueMm «Apantep miaruHa Blitz Smart Card

Pluginy:

Ipumeuanue. Takxe MOXKHO uepe3 MEHIO Opay3epa 3alTH B MHTEPHET-Mara3uH W BBIOJHHUTH
MOUCK Tpedyemoro pacimupenus. [jis 3Toro HyHO HakaTh B MPAaBOM BEpXHEM yriy Opaysepa

KHONIKY ~° ¥ BbIOpPaTh B BBINAJAIOIIEM MEHIO MYyHKT J[OMOJIHHMTEIbHbIE MHCTPYMEHTHI |

Pacimmpenus. [lanee HeoOX01uMO B JIEBOM BEpXHEM YTy CTpaHulbl Pacmmpenns HaxxaTbh KHOTIKY

OTKpEITE MHTEpHET-

marasuH Chrome

E. 3areM — B JICBOM HIDKHEM YIi1y — KHOIIKY .Ha CTPpAaHUIC Mara3nHa

Mouck Nno MarasuHy

MO>KHO BOCIIOJb30BaThCA IMOMCKOBBIM ITIOJIEM , BBEIs B HCI'O 3aIl1pocC «Blitz

Smart Cardy.
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@ https://chrome.gocgle.com/webstore/search/Blitz%20Smart%20Card%20Plugin?hl=ru *

~ I/IHTepHeT-MaI'GEMHChI’OFne £ Bxon

Blitz Smart Card ... X PaCLIJVIpeHMﬂ Pacwwupenus: 1us 1

« MMaBHan

O FoEmEmTE ApanTtep nnaruHa Blitz Smart Card Plugin

O Tewn @ MeTounuk: identityblitz.ru
 _J

BoaMoxHOCTH MosponseT uenons3osate nnarH Blitz Smart Card Plugin Ans snekTpoHHE
D QOchnaiH-NpunoxKeHns y - - 1 L 2. & & 4 7 CnreumarnbHble BO3MOXHOCTW
[0 Ot Google

[0 Becnnatho

[J CosmecTumMele ¢ Android

3. Haxatn PAaCIIOJIOKCHHYIO B npaBoﬁ YaCTH CTpaHHUIIbI KHOIIKY YCTaHOBUTD.

4, 3areM — HaXaTh KHOIIKY YcraHoBuTh PAaCHIMPEHUE B ITOABHUBUICMCA BCIIJIBIBAOIIEM OKHE:

@ YcraHosuTk "AganTtep nnarvHa Blitz Smart Card Plugin?

Paspewenun:
MpocMOTP M M3MEHEHME BALIMX AAHHBIX HA NOCELIAEMBIX CaUTax
Mokaswieatsb yBegoMneHns

YcTaHoBKa COEAMHEHNA CO CMEXKHBIMK HAaTUBHBLIMK NPUNOKEHHAMK

—f /CTIHOBUTE PACLIMPEHME m

3.3.3 Bo3mo:xxHbIe HacTpoiikn Opay3epa Internet Explorer

Ecnu panee Bol npumensim «crapsiit» miarud (ActiveX-komnoHeHT OII), To 11t nepexitoueHus
Ha mpuMeHeHue kommoHeHta "®exapecypc. [lmarun OI1" Hy)XHO BBIMOTHUTH HACTPOWKY Opaysepa
Internet Explorer:

-

1. Heo0x0auMO B IIpaBOM BEPXHEM YTy Opay3epa MIEIKHYTh Ha MUKTOrPaMMeE Y U B OTKPBIBLIIEMCS
MeHI0 BbIOpaTh NyHKT HacTtponTs HaacTpoiiku. [losBuTcs okHO YnpaBiieHHe HAACTPOHKAMU:
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YnpaBneHne HaACTPoOHKaMn

MpocmoTp HaacTpoek Internet Explorer u ynpasneHue MM

Mma |V13p.aTenb - Cocroanue | ApxutexTypa | Bpem
(He nposepen) Interfax

Tunkl HaAcTpoex

& MaHenu MHCTPYMEHTOB 1 PacLuMpeHus

itccspclass Class (He npoBepen) Interfax BirtoueHo

' Cry>rcbbl nonexka O’IK.I'IIOL;M.TI:

[ Yexopurenm (He nposepen) REAK SOFT, 000 m

®3au.w|Ta OT CreseHns Plugin far working with smart cards... (He nposepen) REAK SOFT,... Otknouenc  Tpymnuposate *

7 Nposepra opdorpadim Adobem Ezzlsop:::h ’
shod KoMmmoHeHT "®enpecypc. Ilnarun OI1" L.y  Bruoueno  NMoApoGhee

Adobe Systems, Incorporated
Adobe PDF Reader Adobe Systems, Incorporated BrkmoueHo  32- w 64p...

Microsoft Corporation

Groove Folder Synchronization Microsoft Corporation OTwmoueHo  32- n 64-p...
Office Document Cache Handler Microsoft Corporation Brmouweno  32- n 64-p... 0,00
Groove GFS Browser Helper Microsoft Corporation OTtrnodeHo  32- v 64-p...
Microsoft Sitverlight Microsoft Corporation BrmtoueHo  32- w 64-p...
MpowrpoiBaTens Windows Media Microsoft Corporation Brntoweno  32- v 64-p...
BBI6paTL ITyHKT XML DOM Document Microsoft Corporation Brnoveno  32-wn 64p...
«Bce HZl}ICTpOfIKI/I» SharePoint OpenDocuments Class Microsoft Corporation Brmtoyeno  32-paspsag...
SharePoint Stssync Handler Microsoft Corporation BrnmoweHo  32-pa3psg...
AFContextMenuCtrl Class Microsoft Corporation Brmtoueno  64-paspag,...
Otobpaxars: NameCtr| Class Microsoft Corporation BrmtoueHo  32- w 64-p...
IBCE RaACTRORKH j Svmantec Corporation

2. Beiknrounts ycrapeBmmid maruH ActiveX-xkomnoneHnt OI, ykazaB B crmcke 3amuchk itcespelass
Class, menkHyB Ha Heil MpaBoll KHOIKOW MBI U B MOSBUBIIEMCS KOHTEKCTHOM MEHIO BBIOpaB
NyHKT OTKJIIOYHTH

3. Bxmtounts komnoHeHT "®exapecypce. [Inarun OI1". B HacTpoiikax TaHHBII KOMIIOHEHT MpeACTaBIeH
3amuckro Plugin for working with smart cards (8 rpynie REAK SOFT). [lnst Toro uto0b! 1aHHasS
3aIUCh MOSIBUJIACH B CIIUCKE, MOKET MOHAJ00UThCs B cucke OTo0paxkaTh B JIEBOM HUXKHEM YIIIy
OKHa BbIOpaTh MyHKT Bce HagcTpoiiku. BKIIIOUMTE KOMIIOHEHT, LIEIKHYB MTPABOM KHOIMKOM MBIIIH
Ha 3amucu Plugin for working with smart cards u B mosBuBIIEMCS MEHIO BBIOpPaB MYHKT
Briarouurs.

4. Tlepesarpy3utb Opaysep (IIOJHOCTBIO €0 3aKpPhIB).

4 Hacrpoiika I1O pyst BO3MOKHOCTH MOJATIMCH

4.1 JlobaBienue ceprudukara B JJoKajabHOe XpaHuwianme Windows

Jnst toro yrodsl kommnoneHT "®empecypce. [lmarmu OI1" mor oOpamarbcsi K KpUITONpPOBAiiEpy,
cepTuUKAT KJII0YA MOANUCH U KOpHeBoil cepTrudukat YII 1omkHbl ObITH 100aBIICHBI B XpPaHUITUIIE
ceprupukatoB Windows. B Hacrosimem paszene mOKa3aHO, KaK 3TO CHAeNaTh Il MPOrpaMM-
kpunronpoaiiaepoB Kpunrollpo, VipNet u Signal-COM.

Hpez[nonaraeTc;[, 4qTo KpHHTOHpOBaﬁHep YCTAHOBJICH. I/IHa‘-IC, HCO6XOI[I/IMO €ro yYCTaHOBHUTH
COTJIACHO MHCTPYKIUAM, IPUBCACHHOM B II. 3.1

BHUMAHME! [Ins xmoueBoii mapsl DI (3akpeITOro M OTKPHITOro Kiroua) cBoiicTBo Key
Specification («KeySpec») 00s13aTennbHO JODKHO UMETh 3HaueHue at_keyexchange.
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411 YcraHoBKa KOpHeBOro ceprugukara
Kopnesoii ceprudukar MoxxHo moimyunTh Ha [lopraie yrnoimHoMOo4YeHHOTo (enepar-HOro opraHa B 001acTv

HCITONTB30BaHMS SJIEKTPOHHOM romcH — http://e-trust.gosuslugi.ru.
1. Ortkpoiite nmonydeHHbIH (aitni KopHEeBOro cepTu(UKaTa, MTBAKILI MIEIKHYB HAa HEM JICBOM

kHOMKOM MbImH. [TosiBuTcst okHO CepTudukar:

x|

Obuwme | CocraBl MyTb CepTHgMKaLIMM |

OR Ceegexns o ceptmpnkare

HeTt goBepua K 3TOMY KOpHeBoMy cepTudmKaTy
ueHTpa cepridmKaLmn. YTobbl BRNIOUNTE AoBEpHE,
YCTAHOBHTE 3TOT CepTHRNKAT B XPaHWmHLLe
AOBEPEHHbIX KOPHEBbIX CepTHRHKATOR LIeHTpoB

cepTHgHKa LUK,
KoMy BbifaH: Chekey.rug3
Kem BbiaaH: Chekey.rug3

Neficteurened ¢ 27. 02. 2013 mo 16. 10. 2019

YCTaHOBWTL CepTHGMKET. .. BAABNEHME MOETAELLARE |

Mogpobree o cepTudukaTax

oK |

2. Haxwmmure KHONKY YCTaHOBUTH cepTudukar. OTKpoeTcs mepBoe OKHO MacTepa MMITOpTa

cepTu¢rKaTOB:
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Macrep nMnopTa cepTHdbnKaToB x|
Macrtep vMnopTta OepdeHKaTOB
3TOT MAacTep NOMOTrAET KONMPOBATE CEPTUDUKATEI,

CMUCKK AOBEPHA W CNWCKW OT3LIBE CepTMEbMKETOB C
NOKENEHOTo AWCKE B XpaHunuLe CepTMqJMKETOB.

CepTH(MKET, BEIAGHHEIA LEHTPOM cepTHdHKaLWK,
ABNAETCA NOATEEPXASHHEM BalLEd TMUHOCTH W
COAEPHHT MHDOPMaLKKD, HeobX0OUMYHD ANA 3ALLMTHI
[@HHBDX MK YCTAHOBNEHMA 3aLLUMLLEHHEX CETEBRIX
NOAKIKYEHHI. XpaHunuLLe cepTuduKaToe - 3To obnacte
CHCTEMBI, NPEIHAZHAYEHHARA ANA XPaHEHHR
CEpTHDHKETOR.

JnA NpoomKeHHs HaxKMUTE KHonKy "Janee".

= Hazan I Hanee > I OTmeHa |

3. Haxwmure kaonky Jlajiee. OTKpoeTcsi OKHO BEIOOpA XpaHUJIHINA CEPTU(UKATOB. Y CTAHOBUTE
MepeKroYaTenb B mo3uinio [lomecTHTh cepTH(PUKATHI B CiIeyIoee XPAHUIHNIIE:

XpaHwnuwe cepTuduKaToB

¥paHWIHLLE CepTHIUKETOR - 3TO CHCTEMHLIE 0BNECTH, B KOTOpPLIX
XPAHATCA CEPTHNKAT L.

Buifop xpaHunuiLa moxeT OGeimb npousseneH Windows aBToMaTHUECKH, WK XKe
MOXKHO YKA3aTb pasMelleHne cepTHUKaTa BPYUHYHD.

(~ ABTOMaTMueckw BeBPaTL XPAHWIMLLE HA OCHOBE TUNA CepTHdNKAETa
(@ MomMecTuTs BCe CepTUMKATEI B CIEAYILIeE XPaHUINLLE

XpaHunuLLe cepTHMKETOB:

06zo0p... |

I'Io,qpoBHee 0 XPEHWINLLEX CEQTMEDMKETOB

< Hazag I Hanee > I OTmMeHa

4.  Haxvure kHorKy O030p. OTKpOETCsS OKHO JUTsl BRIOOpA XpaHUIIHINA:
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BbI60Op XpaHWHLLE CEPTHHNKE x|

BuibepuTe xpaHUNULLe cepTUhNKETOB.

| Nuuxoe -
Bl [osepeHtble KoOpHEBLIE LIEHTPEI CepTHY
| [oBepuTentHule OTHOWEHUA B NPEANPUS
“| MpoMexyTouHbIe UEHTPEI CEpTHDMKALMK
| Obvexr nonszosarenn Active Directory

-] NosepenHele uanatenn -
| | »

[~ Nokaszate duanyeckne XpaHUnMLIE

oK | OTMeHa |

5. VYkaxure nouipro /loBepeHHbIe KOpHeBble LEHTPbI ceprudukammu 1 Hukvure kHoky OK. 3arem
Haxmute KHOIKY dasiee. Otipoercs okHO 3aBepiiieHre MacTepa HMIIOPTA cepTH(HMKATOB.

3aBepuIeHMe MacTepa UMNOPTa
cepTudmKaToB

CepTudbukar ByaeT MMNOPTUPOEEH NOCNE HAMXATHSA
KHoMKK "ToToBo".

BbUM yKa3aHk! CnefylolMe napaMeTpbi:

XpaHunuile ceprndukaTos, BeifpaHHOE NonL30BaTenem

Cogepxanue

‘ o

< Hazapg | loToBO I OTmeHa |

6. Haxvure krorky I'oToBo. [TosBUTCS OKHO yBEIOMITEHHSI O TOTOBHOCTH YCTAHOBKH CepTH(UKATA:

Mpeaynpexpaenune o besonacHocTn il

i TOTOBMTCA YCTaHOBKA cepThdMKaTa OT UeHTpa cepTudukawm (LC)
% B3TOM JOMEHe:

Chekey.rus3

He yaaeTca NpoBepuUTh, YTO CepTUMUKAT NPUHALNEKMT
"Chekey.rug3". ObpatuTecs K "CAekey.ru63" 1 nogTeepauTe ero
npovcxoxaeHve. Cnegytolme Yncna 6yayT nonesHsl AnA JaHHOro
npoLecca:

OtneyaTok (shal) : AC27E8DO 31993092 CD4DFA2D FSE6DFOA3
7D67E143

NpegynpexaeHue:

EC/M yCTaHOBUTb JaHHbIA KOPHEBOI cepTudukaT, To Windows
aBTOMaTWUYeckn ByaeT A0BepATh NboMy cepTuduKaTy,
BblgaHHoMy LIC. YCTaHoBKa cepTuduKaTa bes oTnedaTka MoMeT
NPUBECTM K PUCKY BesonacHoCTH. "[a" yKasbiBaeT, YTO PHUCK
NPUHKMAETCA.

YCTaHOBMTb [aHHbIi CepTudukaT?

Ja | Het |

7. Haxvure krorky Jla. Ceprudpkar Oyrier yeTaHORIEH.
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2.

3.

41.2 YcranoBka Ju4HOro ceprudukara npu nomomu nporpammsel Kpunrollpo

Ipumeuanue. Ecim y Bac ecTh OTKpBITas 4acTh ceprudukara ((haii ¢ pacuupeHuem .Cer), To B

MPUBEICHHON HUKE MOCIeI0BaTeIbHOCTH EHCTBUI cpa3y nepexoaute K mary 12.

1.
Kpuntollpo CSP. Otkpoercst okHo nporpammbl Kpuntollpo CSP:

3alianuTe Ha
KOHTelHepe:

:"b Kpunrollpo CSP 2.9
AnropuTMel | EezonacHocTs | Winlogon | Hacrpoiikn TLS
OBwwe | OBopynoeaHue | Cepeuc | JononHUTENBHO
l" ) Kpuntolpo CS5P Bepcusa npogykra:4.0.9944
E Bepcua Agpa CK3M:4.0.9017 KC1
(© Komnanwa KPUOTO-MNPO. Bce npaea 3alliuiiedbl.
%) 3aNYCTWTL € NpaBaMK BAMUHUCTPETOPE
- NnueHzna
CepuiiHbIii HoMep:
Bnagenel: *niko
OpraHuzauna: efrsh
Cpok geidcTens MocToAHHaA
THA AULEHIUK: KnneHTcKan
BEOZ NHULEHZMM... |
Mepean ycraHoeka: 23.10.2018
A3k
BriBepuTe A3bIK AnA oToBpaxeHHs OKoH |<y,_mnanue cHCTer vl
CSP Balweil yUeTHOI 3anucu:
BriBepuTe A3bIK AnA oToBpaxeHHs OKoH Ip.?.-cc,(”r, 'l
CSF noNb20BaTenei, He 3a0aBLUmny A3bIK
(ymonuaHue cucTeMbl):
oK | OTMeHa | [EMMEHMTE: |

® Kpuntollpo CSP

ANropUTHEl | Be3zonacHoCTe | Winlogon | Hacrpoiiku TLS
0bwme | OfopyaoeaHne Cepanc | JononHUTensHo

i KoHTeliHep 3akpeiToro kiya
STH MacTepa No3BONAT NPOTECTUPOBATL, CKOMMPOBATE WK YAANHTb
KOHTEMHEp 2AKPLITOrD KKUE C HOCHTENSA,

MpoTecTupoBars... CHONWPOBAT... Ynoanute...

£

- CepTudHKaTel B KOHTEHHEpe 3aKPHITOro KNKua
3TOT MacTep NO3BONAET NPOCMOTPETb CePTHNKATEI, HAXOAALLUNECA B
KOHTElHEpe 3aKpLITOro Kkoua, W YCTAHOBHMTb WX B XpaHWInLLe
CepTHHKETOB.

| MpOCMOTPETL CEPTMDUKETHI B KOHTEAHEPE...

r~ FIMYHBIA CepTUgUKET
3TOT MacTep NO3BONAET CBA3ETE CEPTUDHKET U2 daiina c
KOHTEHHEePOoM 3aKPLITOrD KIKYA, YCTAHOBME 3TOT CepTHgNKAT B
XPAHWIHLLE.
YCTEHOBMTE NWUHBIA CEpPTHUKAET...

- Napoau 3aKPLITIX KIKYei

3TH MacTepa NOZE0NAKT HIMEHHTE NapoaK (MWH-Koabl) 2aKPEITEX
KU MM YOANHTE 3aM0MHEHHEIE PAHEE NAPOH.

HameHuTE napoie... | YAanuTL 2aN0MHEHHEIE naponu... |

oK | OTMeHa | HpMMBHMTbl

Otkpoercst okHO CepTuGUKATHI B KOHTEHHEpPe 3aKPbITOr0 KJIKYa:

Bribepure B rimaBaom meao Windows nyukr Ilyck / Bee mporpammsel / KPUIITO-ITPO /

Bkiagky CepBuc u Haxmute KHONKy IIpocMoTpers cepruukarsl B
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4.

5.

6.

‘® CeprudmKaTsl B KOHTEHHEPE 3aKPLITONO KIIFOUa

KoHTeiiHep 2aKpbITOro KIKUa
BBeAMTE WK YKEXKWTE KOHTeMHEp 3aKPLITOTO KAKIYE ANA NPOCMoTpa
cepTUWKATOB B 3TOM KOHTeliHepe

WMA KNKUEBOTO KOHTElHEpa:

BBeAeHHOe WMA 330aET KIKIUEBOIl KOHTEHep: Mo cepTudpnKary... |

(® MonwzoBaTens
| Hommeromeps

BrifepuTe CSP ANA NOMCKA KHYEBHX KOHTeAHepoB:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider LI

= Hasa2 | Hdanee = | OTmeHa I

Haxxmute KHOIIKY 0630p. OTKpOCTCH OKHO CO CITMCKOM KJIFOYECBBIX KOHTCﬁHCpOBZ

Kpuntollpo CSP

BriBop KNKIUEBOTO KOHTEliHEPa

0:09:56

B cnucke noKasblBaTh:

% [IpyKecTBeHHble HMEHE (" YHMKanbHbIE HMEHa

CrWCoK KNHYEBkIX KOHTeﬁHepOB nonL20BaTENA:

CunTbiBE... |HM;| KOHTEeAHepa |

Peectp autodetalka
Peectp fizik.signif.events
Peectp notary280116

0K | OTMeHa |

VYkaxute HyXHbI KOHTelHEp N HaxmuTe KHONKY OK. 3arem — Haxxmute kHonky Jlasee.

OTkpoeTtcs OKHO ¢ HH(popManueil 0 BBIOpaHHOM cepTU(HUKaTE:

x

CepTudmKaTt ona npocMoTpa E
NpocmoTpuTe K BrilepuTe cepTHgUKaT
CepTrduKaT: I MNpeacraBuTens ABTOAETaNL CepBHCOBHYZ
CybbexT: I 0=0A0 AeTofgeTane-Cepeuc, 0ID.1.2.643.100.4=730350001, OrPH=102
MocTaBLMK: I E=support@cryptopro.ru, C=RU, L=Moscow, O=CRYFTO-PRO LLC, CN=(
JeicTeMTeneH C: |24 fHBapA 2019 r. 9:37:50

JefcTenTeneH no: |24 anpena 2019 r. 9:47:50

CepuiHBIA HoMep: I 1200 31AF 22AB CEDG AD33 3B04 9600 0000 31AF 22
YCTaHOBUTE | CeoficTEa... |
DE30[.., |
< Hazag | [oToBO | OTMeHa |

Haxxmute kHonky CBoiicTBa. OTKpOETCS OKHO CepTH(HKATa:
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7.

8.

0bwme | CoaaBl MyTs ceanq)nxaunnl

|x

(5] CeeneHna o ceprudukaTe

3ITOT cepTHKAT He YAANOCh NPOBEPHTL, NPOCNEANE

YCTaHOBMTE CEPTHAMHKAT. ..

ero Ao AoBep 0 LIEHTPaA CepTHhHKaLIHH.
Komy Bbipgan: MpegcraeuTens ABTogeTans CepBUCOBHYZ
Kem BbigaH: CRYFTO-PRO Test Center 2

Oeiicteurened ¢ 24. 01. 2019 no 24, 04. 2019

7 Ecre 3AKPLITHIA KIKU ANA 3TOr0 CepTHdgMKaTa.

ZaABNEHME MOCTELWMEES |

NoagpoBHee o cepTudnKaTax

Ilepeiinure Ha Bknanky CocraB u Haxmute kKHOnKy KonmmpoBarts B daii:

OK |

® Ceprmdmuar X
Ofwme Cocrae | MyTe cepTw:bnxaunnl
MokazaTb: |<Ece> LI
Mone 3HadeHne -~
[=] Bepeus V3

[=] Cepuiinelii Homep
[=] Anropui nognncu

Blnap,aTenb
[=] Aeiicrautenen ¢
[=] Aeiicreutenen no

[=] cytuexr

=Y -

[=] Anropui sewmposanm...

12 00 31 af 22 ab ce d6 a...
MOCT P 34.11/34.10-2001
FOCT P 34.11-94
CRYFTO-PRO Test Center...
24 Axeapa 2019 r. 9:37:50
24 anpens 2019 r. 9:47:50
MNpeacraewTens ABTOOET...

||

CEOHCTES, . KonupoeaTe B daiin... |

MogpobHee o CocTaEe CepTUhMKETE

0K |

OTKpOCTCﬂ IIEPBOC OKHO MACTCPa SKCIIOPTa CepTI/I(I)I/IKaTOBZ
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'® Macrep skcnopta ceptndmkaTos x|

MacTtep akcnopta cepTU(h1KaToB

3TOT MAcTep NOMOTaeT KOMMPOBaTE CepTHDMKATEI,
CNWCKA JOBEPHA W CIMCKK OT36IEA CEPTHDHKETOR U3
XPAHWNHLLEA CePTPHKETOR Ha NOKABHBIA JAHCK.

CepTWh1KaT, BbIAHHLIA LEHTPOM cepTUdUKaLnK,
ABNSAETCA NOATBEPHKACHUEM BaLLEH NTMUHOCTH 1
COAEPXUT MHDOPMALIMKD, HeOBXDAMMYHD ANA 3ELLMTEI
[@HHEIX WK YCTAHOBNEHMA 3ALLMLLIEHHBIX CETEeBbIX
NOAKNKIYEHHIA. XpaHunuLLe cepTdHKaToR - 3To obnacte
CUCTEMBI, NPeHAZHAYEeHHaRA ANA XpaHeHUA
CepTHDHKATOR.

[N NpofoHeHns HEXKMUTe KHonKy "danee".

= Hazan I Lanee > I OTMeHa |

9. B mocnemyronmx OKHaxX MacTepa, He BHOCS HUKAKUX M3MEHEHUH, TPOCTO TP pa3a HAKMUTE

kHomky [lanee. Otkpoercst okHo Ums s3xcnopTupyemoro daiijia:

'® Macrep 3kcnopTa cepTndMKaToB %]

Hma skcnopTupyemoro daiina
YKamMTE MMA SKCNOpTUPYeMoro daiina

Wms dpaiina:

|| 0Gzop... |

< Hazag I Hanee = | OTmeHa |

10. Haxwmure xHOTIKY O030p U 3amaiiTe nMs (paiina, a TakKe ManKy JJIsl er0 COXpaHEeHUs. 3aTeM

Haxxmute KHOmKy [anee. ®Daiin ¢ ceprudurarom OyaeT COXpaHEH B 3aJaHHOE MECTO.
OTKpoeTcst OKHO 3aBeplLIeHHs pabOThl MacTepa:
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'® Macrep 3xcnopra ceprudmKaToB

3asepuwenue paborbl macrepa
akcnoprta cepruduraTos

|x

PafoTa MacTepa 3KCNopTa CepTHHUKATOR YCNellHo
JaBepweHa.

EbINK YKa3aHe! CnegyrLlue napaMeTpsl:

SKCNopT KAkYei
BKIKOUMTE B MyTh BCe cepTudHKkaTel HeT
®opmar gaiinoe JBowuHEle daiir

KN — Ll

< Hazag I roToBO I OTMeHa |

11. Haxwmwure kHONKy I['oTOBO. B mOsSBHBIIEMCS OKHE C YBEAOMJICHHEM OO0 YCIICITHOM
BBINOJHEHUH dKcnopTa HaxkMuTe KHONKY OK.

12. Bepnurech k okny nporpammel Kpunrollpo CSP u BHOB mepeiiiuTe B HEM Ha BKIAJKY
CepBauc.

‘® Kpunrollpo CSP x|

ANropuTHel | BezonacHocTb | Winlogon | Hacrpoiikn TLS
06uyme | O6opynosaHne Cepenc | JononHWTensHO

~ KoHTeiiHep 3aKpeiToro koda
3TH MAcTepa No3B0JAT NPOTECTUPOBATE, CKOMMPOBATE WK YAANMTE
KOHTeliHep 3aKpLITOrD KNHUA C HOCHTENA.

MpoTeCcTUPOBaTE... CHONWPOBATE... VOanuTe...

~ CepTUMKaTEI B KOHTERHEpE 3AKPLITOro KUY

3TOT MAacTep NOZB0NAET NPOCMOTPETE CEPTHMKATEI, HAXDAALLMECH B
KOHTEHHepe 2aKPLITOrS KIKIUE, W YCTAHOBMTE HX B XpaHHanLLE
cepTHdHKaToR.

| MpoCMOTPETL CEPTHIMKATEI B KOHTEHHEpE. ..

r JIMUHLIA cepTudnkaT

STOT MacTep No3BONAET CBA3aThL cepTuduKkaT uz daiina c
KOHTeliHEpOM 3aKpLITOrD KINHUE, YCTAHOBWE 3TOT CEPTHINKET B
XPAHUAMLLE.

YCTaHOBMTE NMYHEIA CEpTHEUKET... | ”

~Maponu 3aKpeIThIX KIKUei

3TH MacTepa No3BoNSAHT WIMEHWTL Naponu (MWH-Koabl) 3aKpLITLX
DY WK YOAaNWTL 3aN0MHEHHEIE DAHEE NAPOAN.

HM2meHnTE napone... | YAanuTeL 2anoMHEHHEIE naponu... |

oK | OTMeHa | ﬂpMMEHMTbl

13. Ha nanHoii Bk1aike HAXMHUTE KHONIKY Y CTAHOBHMTD JUYHBII cepTudurar. OTKpoeTcst OKHO
Pacnonoxenne gaiiia ceprudpukara:
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‘® Macrep ycraHOBKM NIMUHOTO cepTuduKaTa X
PacnonoxeHwe jpaina cepTugmMKkaTa
BEIe.D.HTe WNA YKEXWTEe pacnonoxeH e cpanna YCTaHaenweaeMoro CepTHq)HKaTa g

MMA chaiina cep TWpKKaTa:

Il Og=op.. |

PopMaT caitna MoxeT 0AHUM W3 CReaY WX
Paiin cepTudgukaTa - X.509 (CER.CRT)
CooBwenne cTannapta PKCS #7 (P78 .P7M.DER)
ApaHun1ie cepnann30BaHHbX cepTudgnkaTos (SST)

SameuaHwe:
HekoTopele dopMaTel dafnoE MOryT COOepXaTk B DOHOM daine
Sonee 0OHOMO CepTUhWUKaTE.

< Hazag) | Manee > | OTtMeHa I

14. Haxwure kHonky Q030p. B nosiBuBIIEMCS cTaHAApTHOM OKHE BhIOOpa (haiiia ykaxure daiin

OTKPBITON YacTu cepTudukata u Haxxmure KHONKY OTkpbITh. Haxkmute kHomnky lanee. B
OKHE CJIEYIOIEro mara, Takke Haxmute Ha Jlasee. [TosButcs okHo KoHTelinep 3akpbITOro
KJII0YA.

‘® Macrep ycraHOBKM NTMUHOIO cepTdMKaTa x|
KonTefiHep 2akpuiToro kmoua
BeeanTte nW yKaxuTe KOHTEMHEP 38KPLITOND KNYa, KOTOPHIA COOTBETCTEYET g

BhIEPE@HHOMY CEPTUMKATY

[~ Haith KOHTeAHep aBTOMaTHYECKN

WmMa kniwuesoro KOHTE“HEpﬁ'

|| O6zop... |

BeeneHHOe MMA 2808ET KNKYEBOMA KOHTERHED:
(& Monszosatens
 KamiemTeps

BriGepute CSP Ana noncka KNYeBksX KOHTEAHEPOB:
ICrypto—Pro GOST R 34.10-2001 Cryptographic Service Provider LI

<Hazan I MHznee > | OTtMena |

15. Haxwmwure xkHonky O0630p. B OTKphIBIIEMCS OKHE CO CIHCKOM KIIOYEBBIX KOHTEHHEPOB

YKQKHATE HYKHBIM KOHTeHEep 1 HakMuTe KHONKY OK. Haxkmure kHonky Jlasee — mossBUTCS
OKHO XpaHMJ/IMIIE CEPTUPUKATOB:
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"® Macrep ycraHOBKM NWUHOTO cepTudmKaTa

X
XpanwnuMme cepTudHUKaToB
YKaxuTe XpaHUNMILE CePTUGUKATOER ANA YCTAHOBKKW BRISPAHHOMD paHeEE CEPTUgKUKETA. E

YKasaHHLIA paHee dnar MCNoNE30BaHWA KINKUYEEBLX KOHTEAHEPOB NONE30BATENA MK KOMMNBKTEPE
OnpefenfeT BESOP HEOEXOOMMBIX XPEHWIMLY CEPTUGNKaTOR

WMMA xpaHunMua cepTUgUKaTOR:

MuuHoe O6zop... |

VEMEAL 2 YHITER XAEHHAMILE CERTHhUKETOE!
@ [onezosaTens
C Kamnemmeps

[¥ YcTaHoBMTL CepTUGMKAT B KOHTEAHED

<Hazan I Nanee > I OTtMeHa |

16. Haxwmute B HeM KHOTIKY O030p. OTKpOETCSI OKHO JIJIsl BRIOOpA XpaHWIIHINA CEPTUDUKATOB:

'® Bui6op xpaHKWNMILA CEp x|

BribepuTe XpaHUNULLEe cepTUhUKETOE.

' -
[loBepeHHble KOpHEBbIE LEHTPbI cepTHdy
JoBepuTentHble OTHOWEHNA B Npeanpus
MpoMeEXyYTOUHBIE LEHTPLI CepTHRMKaLUMK
OfvexT nonszoeaTens Active Directory

JloBepeHHble M3gaTenu -
«| | »

[~ MokazaTk HaMYECKHe XPAHMINLLE

OK I OTMeHa |

17. VYcranoBure metky Iloka3zath pusnyeckue XxpaHuwiuma. 3aTeM B IPEBOBUTHON CTPYKTYpE
BeIOepuTe nosuiuio Jinunoe / Peectp. Haxxmure knonky OK, a 3arem — kHomky [lanee.

[TosiBuTCSt OKHO 3aBepIIeHUS] PaOOTHI MacTepa:

'® Macrep ycraHoBKM NMuHOro cepTHdMKaTa x|

3aBeplueHune paboTbl MacTepa yCTaHOBKM
nu4Horo ceptudpmkarta

PaGoTa MacTepa yCTaHOBKW NIMYHOMO cepTUdMKaTa yenewHo
3aBepweHa.
Belnm yKazaHkel cneaywwme NapamMeTpel:

BzATk cepTucuKaT -~

W= chaina C\123\WHTepgpakc\Patoune :
WMA CepTHUdUKaTa 3A0 "MHTepgpakc”
CYGBEKT CHWNC=06009356536, OrPH=
NoCTABWWK STREET="Crapuiii MNeTpoBck:
nedCTBWTENEH C 22 aneapn 2016 r. 12:38:00
nedcTEMTENEH MO 22 aHeapn 2017 1. 12:3742
CcepUAHBIR HOMEp 01D1 54F8 ABE1 3220 0000 00¢ _

K _’I_I

YEeauTeck, 4TO BLIGPEHE NPEBMNLHLIE NAPaMETPL M HEXKMWTE
KHOMKY "ToToB0" ANA BEINOMNHEHNA YCTaHOBKK.

<Hazan I loToEo I OtMeHa |

18. Haxwmure B HEM kHOTIKY ['0TOBO.

19. Ecnau paHee mpou3BOAWIACH HEKOPPEKTHAs YCTAaHOBKA cepTU(UKaTa, TO TMOSIBUTCS OKHO

YBCOAOMIICHUS:
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'® KpunTonpo csp X
ITOT CepTMhMKAT YA NPUCYTCTBYET B XPaHUIMLWE cepTuduKaTos.

3aMEHUTb CYUIECTBYIOUIMIA CEPTUMUKAT HOBBIM, C NMPOCTABNEHHOM
CCHIMKOM Ha 3aKPbITLIA KIHY?

Oa | Het |

20. Haxwmure kHonky Jla. Ha asTom ycTaHoBKka TUYHOTO cepTu(dUKaTa 3aBepLIACTCS.

4.1.3 YcranoBka Ju4HOro ceprudukara npu nomouu nporpammsl VipNet CSP
B nanHOM myHKTE paccMOTpeHa yCTaHOBKAa KOPHEBOTO M JIMYHOTO CEPTU(UKATOB B XPaHWIIUILE

Windows, KOTOpyIO MOKET OCYIIIECTBUTH I0JIb30BaTelb mporpamMmbl VipNet CSP.

B 3aBucumocTH OT wucnoins3yemMoro Bamm HocuTens KIHOYeBOH uHpoOpMmammu ClieayiTe
COOTBETCTBYIOIIEY HHCTPYKLIUH:

® CeCJIM KJIFOYH JJICKTPOHHOM MOANMKMCH M CePTH(HUKAT XpaHATCSA Ha KiarodeBoM HocuTene JaCarta
LT, cnenyiite maram noamysnkra 4.1.3.1

® ¢cCIM B KayecTBE KIIKOYEBOTO HOCHTENS HMCIOJb3yeTcss kommakT-auck (CD), cneayiite maram
noanynkta 4.1.3.2.

413.1 YceTaHoBKa JHYHOTO cepTH(UKATA ¢ KiI04YeBoro Hocurens JaCarta LT

Jlns xoppekTHOM paboThl kiatodeBoro Hocutens JaCarta LT moa ympaBieHueM omnepanruoHHOU
cuctembl Microsoft Windows HeoOxoauMo yCTaHOBUTH MPOrpaMMHOE O0ECICUCHUE, MO3BOJISIOIICE
BBITIONTHATH 0a30BbIE OMEPaIUU ¢ IEKTPOHHBIME Kitouamu JaCarta.

1. JIng nomydenus gansHoro I1O akTyanbHOM BepcUM HEOOXOIUMO CKayaTh apXHB, JTOCTYITHBIN
10 CCBUIKE:

e npu ucnons3zoBanun OC Windows 7 u 8: Equnsiii Knuent JaCarta u JaCarta SecurLogon
http://www.aladdin-rd.ru/support/downloads/42120

e 1npu ucnoias3zoBanun OC Windows 10: Exunsiit Knuent JaCarta u JaCarta SecurLogon
2.8.0.1402 http://www.aladdin-rd.ru/support/downloads/43987/

2. Ha otkpsiBiieiics crpanuie HaxMuTe KHONKY CkavaTh ¢aiin (Ha pUCYHKE HIKE — O3UIIHSI
A).
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http://www.aladdin-rd.ru/support/downloads/42120/
http://www.aladdin-rd.ru/support/downloads/43987/

o]l )
ma http:ffwww.aladdin-rd.rufsuppor‘tfdownloadsﬁllllﬂﬂJ L-ex || l;l Crkauats Eguabnii Knuent Ja.., % | iy * ‘fé}

English * Exoa Ha caiiT * PerwcTpauma * 3aKpeimeii pasaen

' pa
Aﬂa,q,q WH MpogyxToi Pewenna ‘OTpacnu LleHb: m 2aKaz Moppepmxa Komnanmuga MapTHEpnl
Mnaexas * Textuseckan noanepxea - LiedTp sarpysxa
Ckavatb EauHbii KnueHT JaCarta u JaCarta SecurLogon e o o e
2.7.0.1226
Pasmep daiina: 88.94 M6 MpaBMNa OKazaHUA YCTyr
TpeboeaHuA K nporpaMmHoMy obecneyeHio TEmE 35.11.2015 Coagaine HoBoro obpauervs

Ha koMneoTepe AomKHa BuiTe YCTAHOBNEHE OOHA W3 HUXENEDEUNCNEHHSIX
ONEPALMOHHEIX CHCTEM: A

Mow obpaleHus

33ABKa Ha nomyysHue SDK
Windows 8.1 (32/64-6wt); T e
Windows 8 (32/64-6uT); » LleHTp 3arpyzsku

m

« Windows 7 (32/64-0uT); OBYy4EHNE M CEPTUDMHKALIAA

* Windows Vista SP2 (32/64-0ur); TIpOAYKTEI, CHATHIE C NPOAAX

= Windows Server 2012 R2; TTTTTTToomoseosooiseoseoioiooes
= Windows Server 2012 {64-0uT); TERDEET

= Windows Server 2008 R2; YacTo 33aBaeMuie BONPOCH!

« Windows Server 2008 (32/64-6uT). OB hopyMsl

CreyManizMpoBaHHse dopyMel

CoxpaHuTe -

3. 3arpy3urte apxuB ¢ AMCTPUOYTUBOM B JH000M Katanor Bamiero kommerorepa (Ha pUCyHKE —

@(j © 1559 Otpete wan coxpannte Unified Client JaCarta ZIP (88,9 MB) wz www.aladdin-rd.ru? Otkpeims B

IIO3HIIHA B), paCHaKYﬁTC €ro " 3allyCTUTC YCTAHOBKY YTHIJIMTEHIL. Brmonaute YCTAaHOBKY,
CJICAYS HHCTPYKIUAM MACTEpa YCTAHOBKHU.

4. 3anycrtute nmporpammy ViPNet CSP u yoenutecs, 4to B pasnese om0 ITHUTEeIbHO BKIIOYEHA
onmust [onaep:kka pa6orsl ViPNet CSP uepe3 Microsoft CryptoAPI (cMm. pucyHok Hike):
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5.

Lty ViPMet CSP

{ﬁ ViPNet CSP

Kpuntonpoeaigep ViPNet CSP npegHazHaded 4na peanmzaunm KpunTtorpadmyeckiny dyHKLmi
E onepaunoHHoi cucteme Microsoft Windows.

KorTeieps! Kicue [lononHUTENbHbIE NapaMeTpbl

Moaknkouaemele yCTpodcTEa

" Kypran paboTel kpunTonpoeaigepa:
,ﬂETHHK CNyYanHeIX Y1ucen o0 b H b =

JonoaHWTensHo

i KypHanupoBaHne BCEX KpUnTorpaduyeckix onepaunii
i BO3MOMHO 3HAUNTENBHOE CHUAEHWE NPONSBOANTENBHOCTH,

| 2KypHanupoBaHWe A0CTyNa K KKHam Nob30BaTena
| HE3HAUMTENBHOE CHIKEHWE NPOMZE0ANTENBHOCTH.

| XypHanupoBaHwe oTKAlO4EHD
_i HanBoneLuan npon3sognTeneHOCTE.

I MNeagepsxa paBotel ViPMet CSP yepes Microsoft CryptoAPI )
O40EPXKE aNTOPUTMOE AJLs I'O,IE B L)-me

Moanepxka TLS1.2

’ MNpoeepuTe ainel nporpamMmel Ha LENOCTHOCTE

2 0AD «NHdoTekK s, 1991-2015 [

Bepcwa 4.2 (2.36190) 0K ] ’ OTmeHa

CepWilHeIA HoMep: B3LX-RYSE-WWG4-XG3R

MpumMeHnTE

[lepeiinure B paznen KoHTteiiHepbl KiI04eil (CM. pUCYHOK HIDKe). B packpsiBaromiemcs
cnucke BeiOepute nosutiio JCDS(...), a B mone Umsa koHTeliHepa — KOHTEHHEp KIoYei

CXXX=XXXX=XXXX-XXXX-XXXX». 3aTeM Ha)XxMHUTe KHONKY CBoOICTBA.
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7.

(:j ViPNet CSP

onpoeai, S| azHaueH ANA peanm3aumm Kpuntorpaduueckmx
E onepaunoHHoM cucreme Micr Vindows.

[KOHTeﬁHepb\ KikoYei ] KOHTQHHEDH KﬂFOLJeH

Moaknkouaemble YCTPORCTE

\
fatum cryuaiikeix ducen %

Kntouw nonezoeatens

HonoaHuTensHo JCDS(0c54000428092455)
5w e re g ONOHEHNE
a5fd29f8-aal0-46da-9el c-70565a%a01d1 JCDS(UddmﬂdZSDQZdSS)]

YcTaHoBNTE CEPTUGNKAT... ] Konupogats B.

B okne CBoiicTBa KOHTeliHepa KJr04Yeii B 00siacTH 3aKkpbIThIii KJII0Y, HAXOASIIUIiCH B

KOHTeliHepe HaXMUTE KHONKY OTKPBITSH!

CeoWcTea KoHTEHEpa kiroveit: a5fd29f8-aall-46da-9el c-70565a9a01d1 E

KoHTeliHep
Mms: a5fd29f8-aa10-46da-9e 1c-70565a9a0 1d 1
Tur: VCTpoicTED
PasMelleHIte: JCDS(0c54000428092455)
MH-<oa: COXPEHEH HE KOMMBHOTEPE M HE 3aNPaWWBaETCA NpW | T |
OOCTYME K KOHTERHEPY, —
YaanuTte

MapameTpel 4oCTYNa |

3AKPLITLIA KNH0Y, HEXOOALLMACA B KOHTelHepe

CepMitHbIN HoMEp: 01 D0 D6 6D 36 63 AF 00 00 00 00 00 74CE 7B 52
AnropuTH: MOCT P 34,10 - 2001 EDH

Nata cozaaHua: 14.08.2015 14:43:03

CepTudHkaT: KoMy BEIgaH:

Kem BplaaH: YL MAT (K3)
[elicTeMTensH © 14 asrycTa 2015, no 14 asrycTa 20161,

(Coen )

| Sapems

B otkpoiBmiemcs okHe CepTHgukaT yOenuTech, YTO BBIOpaH MMEHHO TOT CEepTH(HKAT,

KOTOpLIﬁ H606XOI[I/IMO HCIIOJIb30BAaTh, 1 HAXKKMUTC KHOIIKY YcraHoBuTh cean(]mKaT:
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CepTudmkar

Ofiume |CocraB I My CEDTMdJMKELMM|

g Ceenenna o ceprudmkate

371oT cepTwdMKaT NpeHasHavaeTca ona:

*MoaTESPKASET YASNEHHOMY KOMMLIOTEPY
MAEHTMHMKALMIO BALEr0 KOMNBIOTEPE

» 3awmwast CDDsLLLEHMﬂ BHEKTDDHHDI';I noYTEl
* Knacc cpeactsa 3MKC1

* Knacc cpeactsa 3M KC2

* Knacc cpeactsa 3M KC3

4« [

Komy Boigan: B e T

Kem BoIgaH: VL AT (K3)

Oeiicrenrenen ¢ 10, 04, 2015 mo 10. 04, 2016

lz:_—raHome CEpTUDMKET... l 3aABNEHUE NOCTABILMKE

8. Mamee cnenyiite yka3zanusM MacTtepa YCTaHOBKH CepTH(PHUKATOB. B X0/1e YCTAHOBKH B OKHE
Bri0op xpanuwanma cepTuduKaTOB YCTAHOBUTE TNEpEKIIOUaTeNlbh B Mmo3unuio Tekyuiero
NMoJIb30BaTe/isi. A B PacKpbIBAIOIIEMCS CIUCKE B HIDKHEW 4yacTu OkHa ['0TOBHOCTH K
yYCTaHOBKe cepTH(HKATA — 3HaUCHUE «VKa3amb KOHmelHep ¢ 3aKpblMblM KIHOYOM.

9. B mosBuBHIEMCS Ha ouepeaHoM mmare okHe BBeauTe PIN-Kko K yCTpOiicTBY:

I Beegure MH-koa @@

Boibepute ycTpoiictBo: | JCDS(C—= =)

BseauTe MiH-+oa: l essese I

[7] Coxparute MH+o0a

[ OK ][ OTmMeHa ]

10. B ¢unanpHOM OKHEe MacTepa ycTaHOBKH cepTU(UKaTOB Ha)kMuTe KHOTIKY ['oToBO. Ha 3TOM
YCTaHOBKA JIMYHOI'O cepTU(UKATA 3aBEPIIACTCS:
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 MacTep ycTaHOBK#N CepTdNKaTOB

3aBepuienune paboTbl MacTepa yCTaHOBKH
ceptudumkara

PaboTa MacTepa ycrewHo 3asepleHa.

41.3.2 YcraHoBKa JUYHOTO cepTHdHKaTa ¢ KoMnakT-aucka (CD)

B xadecTBe KIFOUEBOrO HOCHUTEIISI MOKHO MCIIONb30BaTh KoMmakT-auck (CD).
JI1st yCTaHOBKH JIMYHOTO CepTU(UKATA C KOMITAKT-IUCKA BBIOJHHUTE 1A PACCMOTPCHHBIC HIKE:

1. CxomupyiiTe KIIt0YeBON KOHTEHHEp ((aill ¢ UIMEHEM SON-XXXX-XXXX-XXXX-XXXX) C KOMIIaKT-
JIFICKA B JTFOOYIO TUPEKTOPHIO )KECTKOTO JMCKA KOMIIBIOTEpa.

2. 3amyctute nporpammy ViPNet CSP u nepeitnure B paznen KonTeiiHepbl Kiro4eii:
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ViPMet CSP

{ﬁ ViPNet CSP
-~

Kpwntonpoeanaep ViPNet CSP npeaHazHadeH Ana peanmzaumnm Kpuntorpaduueckmux dyHKULWA
B onepaumoHHoi cucreme Microsoft Windows. /3 -
ﬂ =

[ KoHTelHeps! kKikouen ]

KOHTEMHepbI Krouen

Moakntodaemele yCTporcTBa
AaTumk caydaiHex Jucen [K""K"”"‘ bR e '] [[ [JoBaenTE KOHTERHEP. . ]]

JonoaHUTeNsHO

Vs koHTefHEpa Pacnonomenne

KonTeliHepe! kntouell He HalgeHel.

YcTaHoBWTE CEpTUdMKAT... ] CeoiicTea Konuposate B...

2 0AD «WHpoTeKCs, 1991-2015
Bepeoua 4.2 [2.36190) [

QK ] [ OTmena ] MpuMeHnTE
CepWiAHBIA HoMep: 83LX-RYSE - WWG4-XG3R .

3. Haxwmure kHOnKy /[00aBUTh KOHTeiiHep (CM. PHCYHOK BBIIIE). YKaKHTE MECTOMOIOKEHHE
KIIO4ed M B packpbiBaromierocsi crnucke HWMsi KoHTeliHepa BblOepuTe UM BUAA
XXX XXXXK-XXXK-XXXK-XXXK-XKXXXXKXXXX Xy (ennHCTBEHHBIN (Daiinm B criucke, HE

UMEIOIUH pacimupenus). 3aTeM — HakMuTe kKHonky OK:

ViPNet CSP - nHMUMaNW3auMa KoHTERHEPA KNHoYeil @

9? YKEHMTE MECTO XDEHEHWA KOHTEMAHEPE KIKOYeN,

-
&

WMA KoHTelHepa: ([asfdzgﬁs—aaln—qﬁda—gelc—?o 565a%a01d1 '])

c:\uzers\userdesktop\desktop!,

(7) BolfepuTe YCTPOHCTBO! | He HaineHo

4. TlosButcs okHO c yBegomusieHueMm «KoHTeiHep ycrentHo mo0aBieH» W BOMPOCOM 00

YCTaHOBKE HallJICHHBIX B KOHTEHHepe cepTU(UKATOB B CUCTEMHOE XpaHuauiie. Haxmure B
HeM KHomKy Jla:
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F Bl
KomTeireps A I“J

— o — -

KonTeiinep ycnewno goBasnen.

Bl X0THTE yCTaHOBNTE HaMAEHHEIE B KOHTERHERE CepTMdMKATEI
B CUCTEMHOE XPAaHWAWLLLE TEKYLLIETD nonesogatens?

I la ] ’ Her ] ’ CepTudukatsl.,

5. BHUMAHMUME! Bemonnure ¢u3nyeckoe YHHUUTOKEHHE HCIOIb30BAaHHOIO MpPU JAHHOM
YCTaHOBKE KJIFOUEBOTO HOCUTENS (KOMITAKT-UCKA).

414 YcTaHoBKa JHYHOTO cepTHdHUKATA pH moMomu nporpammel Signal-COM
CSP

Jlis yCTaHOBKM JIMYHOTO cepTUdHKaTa npu nomomu nporpamMmel Signal-COM CSP Heobxomumo
BBITIOJIHUTH CIIEYIOIIUE ICHCTBHS:

1. 3anycrute yrunuty «Aamunuctpatop Signal-COM CSPy.

2. B mosBuBIIEMCS OKHE BBIOEpHTE HEOOXOJWMBIM HOCHUTENIb W YKKHUTE KIFOUYEBOU
KOHTEWHEp:

Onepauna [lpocmotp Cnpaeka
BRB QR
X3 eToken
{3 eToken GOST/JaCarta
: \:.9 Anckera/Flash-guck
+ n CucremHbii peectp

= ;2 Rutoken
=-% Rutoken S 64K <no label> (Aktiv Co. ruToken 0)

&Y. oo onai-con

% Rutoken ECP

3. HaxmuTe Ha KIIIOYEBOM KOHTEHHEpE MPaBOil KHOIIKOM MBIIIN M BEIOEPHTE B KOHTEKCTHOM
MmeHto yHKT CepTudukar / Ixcnopt / B xpanuiaumie:
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Onepaums [Mpocmorp Cnpaeka

BE®Q?
@ eToken
% eToken GOST/JaCarta
é;‘ Aucxera/Flash-anck
} . Cucremmslii peectp
@ Rutoken
=] % Rutoken S 64K <no label> (Aktiv Co. ruToken 0)
P Ruto;:en ECP Ceprudukar d MpocmoTp...
Wmnopr 3

®

Konupogats... -
3xcnopt > ’ B xpanmnuwye

B daiin...

JoBasuts... Ins

Yaanuts Del l

3KCnopT...

Wnnopr...

Mapone...

CeoiicTsa...
TwueHsns...

Moanuce dpopm...
Wxnumanusauyma NCY...

Buixog

Momectuts ceprmbuxar B /IOKaNEHOE XpaHWAnLLE

5 IIposepka padorocnocoonoctu 11

[IpoBepky paboTocnocoOHOCTH cucTembl D11 MOXKHO ocyiiecTBUThH uepe3 crpanully «llomorursy»
OTKPBITOTO caifra.

1. 3aiftu Ha crpanuny «llomompb». Haxats kHonky IlpoBeputh B noapasnene «IlpoBepka
noanmucu». OTKpoeTcsi OKHO BBIOOpA cepTUdHUKATA:

Bbibop cepTndukata ana undpoBoi noanucu %

3A0 "UHTepdakc”
Buimam: YL UWT (K3) ]
Cpok gevcreus: 01.11.2017

OK | OTmeHa |

2. BriOpats B ciiucke okHa ceptudukar u Haxarh kHonky OK. B 3aBHCHMOCTH OT HacTpoek
MCTIOJIB3yeMOr0 KPHIITONIPOBaiiepa Jajiee MOXET TOTPeOOBaThCS BBOJA TApOJS WIH
MOJIKITIOYEHUE KITFOYEBOTO HOCUTEIIS.

3. bByxer npousseaeHa npoeepka nmoamnucyu Ha cepsepe. Ecim D11 mpomuta mpoBepky, MOSIBUTCS
OKHO C COOTBETCTBYIOIIIUM COOOILIEHUEM:
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CoobuweHne ¢ Be0-cTpaHnLbl il

! JNEeKTPOHHAA MOANKMCh YCMEWHO NPoLLIa NPOBEpKY.

6 Paspemenne npodaem HepadoTocnocodonoctu I

6.1 VYBenomiaenue «He ycTaHOBJIEHO IPOrpaMMHOe o0ecriedeHHe ...»

[TpoGnema: npu npoBepke moAmnucu mnocie Haxatus kHonku IIpoBeputs B pazaene «Ilomorby»
OTKPBITOTO CaiiTa BbIIaeTCs YBEAOMIICHHE!

¥ Bac He yCT2HOBNEHO NporpaMMHOe oBecneyeHne AN INEKTPOHHOM
l % noanucw. MoapoBryto nHpopMmaumto o ero ycTaHoeke Bul mosxete
noay4uTe B pasgent "MNomols” oTKpeITOro caiTa,

Bo3moxHBI crenyromye BapuaHThl IPUUUH IPOoOJIeMbl U METOJOB €€ YCTpaHEHUS:

e He ycraHoBieH KommoHeHT "®eapecypc. Ilmarun 3II". HeoOxomumo mnpousBecTd €ro
YCTaHOBKY B COOTBETCTBHH C II. 3.2.

6.2 VYBenomiienue «BoiOpaHHbIil cepTU(UKAT He el CTBUTEIEH»

[Tpu aBTOpHM3aIMK B INYHOM KaOWHETE cepTU(UKAT HIIEKTPOHHON MOIHMCH HE TPOILEN TPOBEPKY.
[NosiBIIIOCH OKHO € yBenomiieHneM «BbiOpaHHbIil cepTuduKaT He JeicTBUTeNeH. Bribepure apyroi»:

BoiOop cepTndmkara il

[6] BbIBpaHHbIiA CepTUGUKAT He AeHCTBUTENEH. BbiBepUTe Apyrof
O cepTudmkar.

Bo3MmoxHbie IMPUYUHBI 1 MCTOAbLI PCIICHUA HpO6J’I€MI)II

e lcrek cpok AeHCTBUS TUYHOTO cepTUUKaTa. AKTyaTU3UPyHTE TUUHBIA cepTUDUKAT.

e Hapymena 1eloCTHOCTh JMYHOTO cepTH(HKaTa. Bo3MOXKHO OH MOBPEXIECH, WJIM H3MEHEH.
Hcnonp3yiiTe 7151 aBTOpU3aLMU JIMYHBINA cepTU(UKAT, IETOCTHOCTh KOTOPOTO rapaHTUPOBaHA.

e He ycranoBien kopHeBO# cepTudukaT. BeIMoIHUTE €ro mepeyCcTaHOBKY COTIIACHO MHCTPYKITUSIM
B 4.1.1.

e Hapymena paboTrocnocoOHOCTs  KpumnrTomnpoBaiinepa. IlepeycTaHOBUT, U HACTPOUTH

KPUITTOIIPOBANIEP COMIACHO HMHCTPYKLMSAM, MoidydeHHbM B YII. 3ateM — ¢ mOMOINIBIO JAHHOIO

KPHUIITOTIPOBAii/Iepa BBITOJHUTH MOBTOPHYIO YCTaHOBKY JHYHOTO cepTudukarta (cm. m. 4.1.2,
413w 4.1.4).

6.3 YBenomienue «HeBanuanblii cepruduka

[Ipu mombITKe aBTOPHU3AIMK B JIMYHOM KaOUMHETe cepTH(UKAT AIIEKTPOHHOM MOANUCH HE MPOIIeN
MIPOBEPKY HAa COOTBETCTBUE TPEOOBAHUSAM, MTPEIBSBIIIEMBIM K COCTABY CO/ICPKAIIMXCS B HEM CBEACHUH.
IosiBrItoCH OKHO ¢ yBenomieHneM «HeBanuauslit cepruduxary:
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Coobwenne c Bedb-crpal LI

] HeBanuaHsIid cepTudUKaT
H

[Tpu 5TOM K cOCTaBy CBEJCHUI PEABABIAIOTCS CAeAYIOIINE TPeOOBaHUS:

e B none «CyobekT» («Subject») nomken npucyrcrBobarh aTpuoyT « MHH». 3nauenue atpudyra
«MHH» nomxHO ObITh uricaoBbIM — ITHHOKO B 10 (muist FOJT) nmm 12 (s pusmdeckux auir) mudp.
IIpy 3TOM OHO HE MOXET COCTOATh TOJBKO M3 Hyilel (Hampumep, «0000000000»). B
ceprudukarax komnanuii-uepesuaeaToB MHH (10 uudp) nomken HaunHaThes ¢ «9909%;

e cciu B iosie «CyonekT» («Subject») npucyrctByet arpudyt «OI'PH», To ero 3HaueHne 10IKHO
OBITh YUCIOBBIM — JJIMHOIO B 13 1uidp. [Ipr 5TOM OHO HE MOXKET COCTOSTH TOIBKO U3 Hyneil. B
ceprudukarax komnanuii-uepesugaeHtoB OI'PH odonoswcen cocmosams u3z oonux myneir unu
omcymcmeosamsy;

e ccimu B nojie «CyObekT» («Subject») nnm none «/lomomauTtensHoe uMs cyobekta («Subject
Alternative Name») npucyrctByer atpudyr «OI'PHUII», TO ero 3Ha4yeHue MOHKHO OBITh
YHCIIOBBIM — JUTMHOKO B 15 1iuidp. [Ipu 3TOM OHO HE MOXKET COCTOSITh TOJIBKO U3 HYJICH;

e ccmm B mone «CyOonekT» («Subjecty) mpucyrcrByer arpudyr «CHWJIC», To ero 3HaueHue
JOJKHO OBITh YUCIIOBBIM — JUTHHOK B 11 mudp. [Ipu 3T0M 0HO HE MOXKET COCTOSTH TOJIBKO U3
HYJICH.

Heo6xoauMo oOpaTuThes B CiIyk0y MOICPKKH TMOJIB30BATENICH MO aapecy dJIEKTPOHHOM MOYTHI
bhelp@interfax.ru.

6.4 YBenomienue «He HaiiieHO HM OJHOTO cepTH(PHUKATA WM He
YCTAaHOBJICH KPUIITONPOBAaiiep»

[TpoGnema: mpu MoMbITKE aBTOPU30BAThCS B IMYHOM KabuHeTe (HaxxaTtuu Ha nukrorpammy BXO/]
MO CEPTU®UKATY u mnocneayrmolieM IIeTdKe Ha CCbUike BXom) wiam mnpoBepke pabOThI
anekTpoHHOW monnuck (Haxatuu kHomku IIpoBeputhb B paszene «IloMolp») MOSBISETCS OKHO C
yBenomienreM «He HaiieHo H1 0JJHOTO cepTU(UKaTa TN He YCTaHOBIIEH KpUIITorpoBaiiiepy. [Ipu 3toM Taroke
Ha YKpaHe MOSBIIAETCS OKHO BBIOOpa cepTuduKara, HO Oe3 CIIHCKa, COAEPIKAIIEro aTpuOyThI CEpTU(UKATOB.

Bo3moxHbIe TPUYUHBI TPOOTIEMBI:
1) cepruduKaThl (JUUHBIA 1/WIX KOPHEBOI ) He ObLUTH T0OABJICHBI B JIOKAJIHHOE X PAHUIIHIIE
2) He YCTaHOBJICH TpeOyeMbIil KpUITTOIIPOBaiiIep

CoOTBeTCTBYIOIINE METO/ABI YCTPAHEHHUS JaHHBIX MPOOIeM:

1) neoOxommumo n00aBUTH cepTH(UKAT (cepTU(UKATBI) B JIOKAIBHOE XpaHHWJIHIIE B
COOTBETCTBUM C HHCTPYKIIMSAMH, IPUBEICHHBIMY B 1. 4.1

2) YCTaHOBHTH KpunTomposaiinep (cm. m. 3.1).

33


mailto:bhelp@interfax.ru

6.5 VYBenomiieHue «Y cepTuukaTa HeBepHasi 00J1aCTh AeHCTBUS» WIH
«Cepruduxar He cogepkuT 0id He0OX0AMMOM 00JIACTH PUMEHEHHUS

[TpoGnema: npu mpoBepke nmoanucu B pasaene «[Ilomois» OTKPHITOro caiiTa MOSBISETCS OKHO C
yBeZomiieHneM «Y cepTrdrkara HeBepHast 0071aCThb ACUCTBUS.

CooBLUeHKe ¢ BEB-CTpaHMLbI | &3 |

l ¥ ceptudmkara HesepHan oBnacTe AENCTEMA,

—

W ripyt NOTIBITKE aBTOPHU3AIMH B IMYHOM KaOMHETE MOSBIISIETCS OKHO ¢ yBeromiieHueM «CepTudukar

He coepkuT oid HeoOXOAMMOM 00IacTH MPUMEHEHHS (HEBEpHAs 00J1acTh ICUCTBUS cepTHHUKATA).

CoobuweHue ¢ seb-cTpaHnub ﬁ

1
‘ Ceptndumkar He copepxurt oid Heobxogumoit 06nacTn npumMerHeHns
! (HesepHas obnacTe aencTena cepTndukara)

\ 0K |

[TpuunHa npobiiemMbl — cepTudukaT He copepkut B paciupennn Extended Key Usage koppekTHbI#

oobekTHbIN naentudukarop (OID).

Heobxommo oOpatuThest B Y I0CTOBEPSIIOIIMI TIEHTP WM B CIIYKOY MOANEPN KU IMOJIb30BaTENeH 1O
azipecy 3JeKTpoHHO#M mouThl bhelp@interfax.ru.

Taxxke o3HakoMmHuTECh C «PermaMeHTOM NPUMEHEHUs JJIEKTPOHHOM mnoanucu B EnuHOM
(benepanbHOM peecTpe CBeIEeHUH 0 (pakTax AEATENIbHOCTU OPUAMYECKHX JIUI, JOCTYIHBIM B pas3zeie
«IIomomIE» OTKPHITOrO CanTa.

6.6 ¥YBeaomienune «Ceprudukart He mpouies NPoOBePKY»

Hp06neMa: IIpUu MPOBEPKE MOAINMUCHU ITOCIIC HAXKATHA KHOIIKH HpOBepI/ITb B pasaciic «ITomorpb»
OTKPBITOT'O caiiTa HOSIBISIETCS] OKHO C YBECAOMIICHHCM.

Coobuwenune c Beb-cTpanu x|

L] "_n,, CepTHHMKAT He NpOWEN NROEEREY.
L

CooO1ieHne BBIAACTCS B CICIYIONIUX CIydasX:
e 1pu HecoBmajeHuu 3HaucHus arpuOyra «SN» (SubjectName) mons «CyObext» («Subjecty)
ceprudukaTa ¢ nepeJaHHBIM 3HAYCHUEM JIAHHOTO aTproyTa;
® [pu OMMOKE MOCTPOCHUS IIEMOYKH CEPTU(PUKATOB:
O HCTEK CPOK JCUCTBUS OJHOTO U3 CEPTU(DUKATOB;

O HC YCTAHOBJICH OWH U3 CepTI/I(I)I/IKaTOB OCIIOYKH,

34


mailto:bhelp@interfax.ru

O OJMH U3 CEpTHU(HKATOB IIETIOYKH 0TO3BaH Y L], BBIMYCTUBIINM JaHHBINA cepTH(UKAT;

O OTCYTCTBYET JIOBEpHUE K KOPHEBOMY WJIU MPOMEKYTOUHOMY cepTudukaty (cepTudukar He
MIPUHAIUICKUAT JoBepeHHOMY Y1I);

O OJHUH H3 CCpTI/I(l)I/IKaTOB OCIMOYKU 336J'IOKI/IpOBaH.

Heobxomumo oOpaTuThCs B CIy:KOy MOIEPKKU TMMOJIB30BaTENEH MO aApecy AJICKTPOHHOW MOYTHI
bhelp@interfax.ru.

6.7 YBenomienue «Y KOMIIOHEHTA HEJOCTATOYHO MpaB AJsl A0CTyHa K
cepruuraram»

[TpoGiieMa: pu MOIBITKE aBTOPU30BATHCSI B JINYHOM KaOuHeTe (HakaTuu Ha nukrorpaMmmy BXO/]
MO CEPTU®UKATY) wiu npoBepke padOThl 3JIEKTPOHHOH Mmoanucu (Mocie HaKaThusi KHOIKA
IMpoBepurs B paznene «[loMolb») NOSBISETCS OKHO C YBEIOMIICHHEM «Y KOMIIOHEHTa HEJOCTATOYHO
IpaB ISl IOCTYIA K cepTU(UKATAM.

T x

':o:' ¥ KOMMOHEHTA HeAOCTATOYHO NpaB ANd AOCTYNA K CepTHdUMKaTaM.

OK |

JlanHasi mpoOiiemMa BO3HHMKaeT B cllydae, Koria Bl ucmonb3yere «ctapbiity ruiarud (ActiveX-
kommoneHT JI1) B cBs3ke ¢ Opayzepom Internet Explorer u ipu stom caiit EOPC®/IIOJI He BKIIOUEH B
noBepenusbie y3isl Internet Explorer.

Bo3MmoxHBIE METO/IBI YCTpaHEHUS IPOOIJIEMBI:
e ynanuth «crapeiii» miaruH (ActiveX-kommoneHT DOI1) U ycTaHOBUTH BMECTO HEr0 KOMIIOHEHT
"®enpecypc. [Tnarun 1" (em. 1. 3.2)
NJIN:
e Brnounts caiit EOPCO/IIOJI B coctaB noBepeHHbIX y3i10B Internet Explorer

6.8 VYBenomienue «Ilpu npoBepke 3JIeKTPOHHON MOANNCH MPOU30LILIA
OIIMOKA

[IpobGnema: mpu mpoBepke moanucu nocie Haxatus KHonku [lpoBeputh B pazaene «llomoriby
OTKPBITOTO caiiTa MOSBISIETCS OKHO ¢ yBenomiienueM «[Ipu mpoBepke IeKTpOHHON MOAMUCH TPOU30IIa

OIITIOKAY.

Coobuenue ¢ seb-cTpanHuupl &‘

Mpu nposepke 3nexTpoHHON NoANUCH NpousowNa owwmbka.
! Monpo6yiite NOBTOPUTL NONBITKY NO3AHEE.

——

[Togo6Hast ommbKa BO3HUKAET MPH Pa3IMYHBIX BHIAX cOOEB, KOTOPbIE MOT'YT BOSHHMKATh BO BpeMs

obpamienus k Cucreme, HarpuMep, pH NpodIeMax B KaHaje CBA3H.
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[IpoBeprTe pabOTOCIOCOOHOCTH KaHalla CBS3M B Balllei 3MeKTpoHHOHN cetn. Ecnm mpobiema B
KaHaJe BBIABICHA HE OyAeT, TO HEOOXOAUMO OOpATHTHCS B CIYKOY MOMIEPKKH IOJIb30BAaTENeH IO
azipecy 3JeKTpoHHO#M mouThl bhelp@interfax.ru.

6.9 Ilpu npoBepke MOANMCH BbIAAETCS «KPaCHasi OIIMOKA

[TpoGnema: npu npoBepke noAmnucu mnocie Haxatus kHonku IIpoBeputs B pazaene «Ilomorby»
OTKPBITOTO CaiiTa BbIJACTCS CTPAHMIIA C «KPACHOM OLIMOKOI:

B npouecce paboThl NPUNOXEHKA NPOK3OWINE HENpeABKaeHHAA oWKDKa,
aAMHUHUCTPaTOpamM NPUITOXEeHUA oTNpPaBneHo yeeaomnexdue. lNpu HeobxoanmocTu, Bul
MO¥EeTe COODWMTEL HaMm AONONMHUTENEHYH WHpOopMauuio oD owKnoke no e-mail.

[nNA nepexoaa Ha rMaBHyK CTPaHULY KNUKHWUTE N0 CCoinke.
Ha rnasHyo cTpasuuy

Heo6xoauMo 00paTuThest B CIIykO0y MOAIEPIKKH MOJIB30BATENEH MO aapecy DJIEKTPOHHOM MOYTHI
bhelp@interfax.ru. Ilpu 3TOM B mUChbME CieAyeT yKa3aTh BpeMs, KOTJa MPOU3BOIMIACH IPOBEPKA

MTOJIITMCH Y Ha3BaHUE Y IOCTOBEPSIIONIECTO IEHTPA, B KOTOPOM OBLT MOJTyYeH CepTU(UKAT ITOATHCH.

KenatensHO MPHIIOKUTH K SIIEKTPOHHOMY MTUCbMY CKPUHIIOT CTPAHHIIBI C COOOIIEHUEM 00 onInoKe
(KaK clieNaTh CKPUHILOT CM. B I1. 7.5).

7/ IlpunaoxkeHnust

BeiOop ¥ moBeneHue MNporpaMMHOro oOecriedeHus s B3auMoOZEWcTBUS  Opaysepa U
KpUIITONIpOBaiiiepa 3aBUCUT OT TOT0, B KAKOW OINepallMOHHOM CUCTEME U B KakoM Opaysepe Bbl paboraere.
[Ipu 3TOM U1 pa3HBIX ONEPALMOHHBIX CUCTEM M Opay3epoB MPUMEHSIOTCS Pa3IMYHbIE METObl PEIICHUS
BO3HUKAIOIIUX BOMPOCOB.

Hmeer 3HaueHHE HE TOJBKO BEPCHs OIEPAIMOHHON CHCTEMBI, HO M ee paspsaHocTh (64 / 32). Dro
0COOEHHO Ba)KHO JUTsl onepanmonHbix cucteM Windows 7 u Vista. Kpome Toro Moxer uMeTh 3Ha4CHUE
HOMEp YCTaHOBJICHHOTO cepBHCHOrO makera (SP).

7.1 Kaxk onpeneaurs Bepcuro Windows

Jlst TOoro 4ToObI ONpeNeTuTh BEPCUIO OMeparioHHoN cucteMbl Windows HE0OX0IMMO BBITIOJHUTH
CHEAYIOLIME NEHCTBUSA:

1. Haxas kHonky Ilyck oTkpbITh riaBHOE MeHIO Windows.

2. Haiitu nynkt meHio KoMnbloTep, ETKHYTh HAa HEM IPaBOW KHOMKOW U BBIOPATh B KOHTEKCTHOM
MeHI0 MyHKT CBoiicTBa.

3. OTKpoeTCst OKHO CBOWCTB OMEPAIMOHHOM CHCTEMBI:

B olepalnoHHoi cucremMe Windows 7 OKHO UMEET CIIEYIOLIHI BUT:
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o

OO |.5e ¥ [aHenb ynpasneHya ~ Bce aneMeHThl NaHenu ynpasneHua ¥ CucreMa - m | MOWCK B MaHeNK ynpasneHia

LTI olliEY

Efsae::Ja"paB”e”“” - AOMaAWHAR MpoCMOTP OCHOBHLIX CBE1eHMii 0 BallleM KOMMNbIOTepe
. . W3gaHune Windows
‘.' ﬂncneTjep yetporeTe @ndows 7 I'Ipod)eccmonanbna
-I" HacTpoMtka ylaneHHoro Joctyna © Kopnopauws MaiikpocodT (Microsoft Corp.), 2009. BCce Npaga 3alUMLLEHBI.
%y 3awmMTa cHCTeMbl
4y [ononHUTENEHBIE NapaMeT phl
CUCTEMBI
Cuctema
OueHka: m WMHaexkc npon3soguTenbHoCTK Windows
Mpoueccop: Intel(R) Core(TM)2 Duo CPU  E7500 @ 2.93GHz 2.94 GHz
YCTaHOBNEHHAA NaMATE 4,00TB
(O3Y):
THN CUCTEMBI: 64-pa3pAaHas onepaLuoHHas cmcﬁ@
Mepo 1 CeHCOPHBIN BBOA: Mepo 1 CeHCOPHBIM BBOL HEAOCTYNHbI NS 3TOr0 3KPaHa
MMA KOMNBIOTEPa, MMA I0MeHa 1 NapaMeTpbl paboqeid rpynnel
KomnbtoTep: 4 M3mMeHNTD
MonHoe nMs: napaeTpe!
onucaHue:
JAomeH:
CM. TaoKe
LierTp nomaepmin AKTHBaLMA Windows
LIeHTp 06HOBeHNA Windows AKTHBaLMA Windows BbinonHeHa
CueTUMKM 1 CpeacTsa Kon npoaykTa: M3MEHWTb KNIoY NpodyKTa
NPOM3BOAMTENBHOCT W

Ha pucyHkax Bblllle B OKHaxX BbIJICJIEHBI CBEJIEHHs, KOTOpble HEOOXOIUMO COOOIIUThH B CIIYKOY
TEXHUYECKOH MOJIEPKKH I10 3aIIPOCy WM YYECTh IIPU BBIIOJHEHUN HEKOTOPBIX ITYHKTOB, IIPUBE/ICHHBIX B
HACTOSIIEH HHCTPYKIUH.

7.2 Kak onpeneaunts Bepcuto MacOS

]_IJ'IH TOT'0 YTOOBI OIIPEACIIUTL BEPCUTO OHepaLH/IO}H{Oﬁ cucrembl MacOS HeO6XOI[I/IMO B I''TaBHOM MCHIO

Mac HaxkaThb KHOIKY ﬂ 1 BbIOpaTh NMyHKT 06 3ToM Mac. OTkpoercs OKHO CBOMCTB ONEpalioHHON
CUCTEMBIL
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macOS Mojave

Bepcusa 10.14.3

MacBook Pro (13-inch, 2017, Four Thunderbolt 3 Ports)

Mpoueccop 3,1 GHz Intel Core i5

Mamste 8 b 2133 MHz LPDDR3
3arpy3o4Hbii guck Macintosh HD

I'paduka Intel Iris Plus Graphics 650 1536 Mb
CepuiiHbii Homep CO2VX7QUHV2M

OT4yeT 0 cucteme... O6Hoenexue MO...

Bepcuio orepaimoHHOi CHCTEMbI HEOOXOMMMO COOOIIHMTEL (IO 3arpocy) B CIyXO0y TEXHHUYECKON

IIOAACPIKKHU.

7.3 Kak onpenesnts Bepcuio OC cemeiicTBa Linux

Jlns Toro 4ToOBI ONPENCIUTh BEPCUIO OIEPALOHHON CHUCTeMbI cemeiictBa LinNUX HeoOGXxomammo

BBIIIOJIHUTD CJIECAYIOIINE ICUCTBUS:
1. 3aiiTu B TepMuUHAa.
2. Boeimmosnnuts koMany cat /etc/issue. Homep Bepcun OC otoOpasutcs B TepmuHaie. [Ipumep:

®ann Mpaeka Bwua TMouck TepmuHan Cnpaeka
user@s EE— : -$ cat /etc/issue

Linux Mint 19.1 Tessa \n \l

Bepcuto orepamoHHOi CHCTEMbI HEOOXOMMMO COOOIIMTH (IO 3ampocy) B CIYXO0y TEXHUYECKON

TIOJIEPKKH.

7.4 Kak onpenejuth Bepcuio opaysepa

Jlist Toro 4To0BI OIpeIeUTh BepcHio Opaysepa Internet Explorer Heo6xoanmo B mpaBoM BepXHEM

‘ol
YTIy €ro OKHa IICJIKHYTh Ha MUKTOrpaMMeE -~ 1 B IIOIBUBIICMCA MCHIO BLI6paTB ITYHKT (0) nmporpaMmme.
Otkpoetcs okao O mporpamme Internet Explorer, conepxaiee arpubyt Bepceusi:
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O nporpamme Internet Explorer il

Internet
Explorer11
[Bepens: 11.0.9600.18163]

Bepcuun obHoenenus: 11.0.27 (KB3124275)
Kop npogykra : 00150-20000-00003-AA459

-II I7 YcTaHaenWBaTb HOBbIe BEPCAK aBTOMaTHUHECKK

© Kopnopauwsa MaiikpocodT (Microsoft Corporation), 2013. Bce npaBa 3alUMLLEHbI.

3aKpbITb |

Jnis Toro 4ToObI onpeaeauTh Bepcuto Opaysepa Mozilla Firefox neo6xoanmo B mpaBoM BepxHEM

yri1y €ro OKHa mECJIKHYTh Ha IMMKTOrpaMMe = , B IOABUBHICMCS MCHIO ICJIKHYTh HAa IMUKTOIpaMMC 9

Cnpaska . B otkpeiBiiemcst KouTekctHoM MeHio myHKT O Firefox. [Tossurcs okHo O Mozilla Firefox,

B KOTOPOM OTOOpakaeTcsi HOMEp BepCUU Ballero oOpaysepa.

7.5 Kak cnesaTb CKpUHIIOT (CHUMOK KpPaHa)

CkpuHIIOT — 3T0 «(hoTorpadus» TEKyIero COCTOsSHI padboyero cTona (CHUMOK dKpana). OH 4acTo

ObIBaeT HEOOXOAMM JUIsl O0JIee OBICTPOTO pelieHHs MpodIeM, BOSHUKAIONMX pu padote ¢ CucTeMoil.

I[JI?I TOr'0 YTOOBI CACIaThb CKPUHIIOT HGO6XO,ZII/IMO BBITIOJIHUTD CJICAYHOIINC IIGIZCTBPI?[I

1.

BreiBectn Ha skpaH mpoOieMHyro crpaHuily (okHOo) CHCTeMBl W HakaTh KiaBumry PrtScr
(PrintScreen), pacroyioskeHHYO B IPaBOW BEpXHEH YacTH KIABHATYPbI, PSIOM C KHOIKOM F12,

3anyctuth nporpammy Microsoft Word.

Haxatpb coueranue kinaBum Ctrl+V — cHUMOK kpaHa OyneT BCTaBlIeH B OTKPBITHIA TOKYMEHT
Word.

OnucanHbIM crocoOOM czenaTh CKPUHILOTHI BeeX cTpaHull (0KOH) CHCTEMBI, OTpaskarolux
CyTh MPOOJIEMBL.

Coxpanuth nokymeHt Word.

Beiciare coxpanenHsiii jokymeHT Word Ha agpec 37eKTpoHHO# mouTs bhelp@interfax.ru.
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